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1. MACIIOPT PABOYEM ITPOT' PAMMBI TPO®ECCHOHAJIBHOT'O MOYJIA
IIM. 01 BLIOJTHEHUE PABOT IO TIPOEKTUPOBAHHIO CETEBOM
NHOPACTPYKTYPbBI

1.1. Ob6aacTb npuMeHeHHs MPOrPaMMBbI

PabGouas mporpamMa npodecCHOHATBHOTO  MOAYJS  SIBISIETCS  YacThbl0  OCHOBHOM
npodeccHoHaNBLHOM 00pa3oBaTenbHON MporpaMMbl B cooTBeTcTBUU ¢ @T'OC mo cnenumansaocta CI1O
09.02.06 «CereBoe M CHUCTEMHOE aJMHUHUCTPUPOBAHHE)» B YaCTH OCBOCHMS OCHOBHOTO BHUZA
npodeccuonanibHor  aestenbHocTH BIIJ[ 1 «BeimonmHeHne paboT 1O MPOSKTUPOBAHUIO CETEBOM
UHPPACTPYKTYPBI» H COOTBETCTBYIOMUX MpodeccnoHanbHbiX (1K) koMmneTennuii:

[IK 1.1. BeImonHATh NPOEKTUPOBAHUE KaOETHHON CTPYKTYPhl KOMITBIOTEPHOU CETH.

IIK 1.2. OcymiecTBasTh BbIOOp TEXHOJOTUH, HHCTPYMEHTAIbHBIX CPEACTB M CPEACTB
BBIUMCIUTENFHON TEXHUKW MpPH OpraHu3aludd Ipolecca pa3pabOTKHM M HCCIeIOBaHUS OOBEKTOB
poeCCHOHAIBHON e TEIHHOCTH

I[IK 1.3. Ob6ecneunBarh 3amUTy HWHGOpPMALUU B CETH C HCIOJIb30BAaHUEM IPOrPaMMHO-
anmnapaTHbIX CPECTB.

[IK 1.4. [IpunumaTh ydacTue B MPHUEMO-CAATOUYHBIX HCIBITAHUAX KOMIIBIOTEPHBIX CETEH H
CETEeBOT0 00OPYAOBAaHUS PA3IMYHOTO YPOBHS U B OIICHKE KAaUYeCTBA U IKOHOMHUYECKOU 3P (PEKTUBHOCTH
CETEBOM TOIOJIOTHH.

IIK 1.5. BoimonHATe TpeOOBaHUS HOPMATHUBHO-TEXHHUYECKON TOKYMEHTAllMH, MUMETh OIBIT

Oq)OpMJ'ICHI/I}I HpOCKTHOﬁ JOKYMCHTAllUH.

12, Memum w 3agaum  MOAYJsl — TpedoBaHUsT K pe3yjabTaTaM OCBOEHHS
npogeccuoHAJIBHOI0 MOAYJISA

C uenpl0o OBNAACHHWS ~ yKa3aHHBIM  BUAOM  MPOPECCHOHATBHOW  JIEATENHHOCTH U
COOTBGTCTByIOHII/IMI/I HpO(l)eCCI/IOHaJ'II)HBIMI/I KOMIICTCHIIUAMU 06yqa}0umﬁcsr B XO0I€ OCBOCHUA
MpOECCUOHATIBHOTO MOYJIS JTOJIKEH:

HMeTh NPAKTHYECKHUH ONBIT B:

— MPOEKTUPOBAHUHN APXUTEKTYPbl JOKAJIbHOM CETHU B COOTBETCTBUM C IOCTaBJIECHHOM

3ajaueii;

- YCTaHOBKE M HACTPOUKE CETEBBIX IIPOTOKOJIOB M CETEBOTO 0OOPYI0BAHHS B COOTBETCTBUU

C KOHKPETHOM 3a7a4eil;

- BBIOOpPE TEXHOJIOTUM, WHCTPYMEHTAIBHBIX CpPEACTB MpPH OpraHM3ally Mpolecca

UCCIIeIOBaHMs 0OBEKTOB CETEBOM MH(PPACTPYKTYPHI;



— obecrieueHnn 0€30MMaCHOTO XPaHECHHS U epeaadr HHGOPMAIH B JIOKAIBHOW CETH;

- WCTIOJIb30BAaHUHU CICIHAIBLHOTO MPOTrPAMMHOTO OOECTIECUCHUs IS MOJACTUPOBAHUS,
MIPOCKTUPOBAHUS U TECTUPOBAHUS KOMITBIOTEPHBIX CETEH.

yMeTh:

- MIPOCKTUPOBATH JIOKAJILHYIO CE€Th, BEHIOMPATH CETEBBIC TOTIOJIOTHH;

- UCIIOJIb30BaTh  MHOTO(YHKIIMOHAJbHBIC MPUOOPHl MOHUTOPUHTA, POrPaMMHO-
anmnapaTHbIe CPEICTBA TEXHUUECKOTO KOHTPOJIS JIOKAJIbHOM CETH.

3HATh:

- 0011Ie MPUHIIMITBI TOCTPOCHUS CETEM, CETEBBIX TOMOJIOTHI, MHOTOCIOMHON Mojienn OS],
TpeOOBaHUI K KOMITBIOTEPHBIM CETSIM;

- APXUTEKTYPY MPOTOKOJIOB, CTAHIAPTU3AIMHU CETEH, ITArlOB MPOECKTUPOBAHUS CETEBOM
UH(PACTPYKTYPHL;

- 0a30BbIC IPOTOKOJIBI U TEXHOJOTHUHU JOKAIBHBIX CETCH;

- MPUHIUIIBI TOCTPOCHHS BBICOKOCKOPOCTHBIX JIOKAJIBHBIX CETEH;

- CTaHAapThl KaOeyel, OCHOBHBIC BHJBI KOMMYHUKAIIMOHHBIX YCTPONCTB, TEPMHUHOB,
MOHSTH, CTAHAAPTOB U THUIOBBIX AJIEMEHTOB CTPYKTYPHUPOBAHHOM KabeIbHOW CUCTEMBI.
[IporpamMma mnpodeccruoHaIbHOTO MOAYINA pa3zpaboTaHa ¢ y4eToM TpeOOBaHUM CTaHAAPTOB

WorldSkills.

1.3. Kosin4ecTBO 4acOB HAa OCBOCHHE NPOTrPaMMbl NPO(eCCHOHAIBLHOI0 MOLYJIS:
Bcero — 966 yacoB, B TOM UHCIIE:

— y4eOHOI Harpy3Ku BO B3aWMOJICHCTBHH C MpeToaaBaTesieM — 642 gaca, BKIOYas:
- KypCoOBOif npoekT — 30 4acos;

- CaMOCTOSITENbHOM paboThl 0OyUaromerocs — /2 yaca,

— yueOHoI npakTuku — 144 yacos;

— IPOM3BOJICTBEHHOM mpakTuku — 108 gaca.

Yachl BapraTUBHOM YacTH MCIONb3YIOTCS JUIsl YIITyOJIeHUs U pacIiipeHys 3HaHUM U yMEHUN



2. PE3YJIbTATBI OCBOEHUS ITPOPECCHOHAJIBHOT'O MOAYJIA

Pe3y.]'II>TaTOM OCBOCHHA IIPOrpaMMbl HpO(beCCI/IOHaJ'IBHOFO MOAYyJIA SABJISIETCA OBJIAACHUC

oOyyaromuMucs BHIOM mpodeccuoHanbHOl aestenbHoctd  (BJ]) Brimonnenuwe pabotr mo

POCKTHPOBAHUIO CETEBOU MHDPACTPYKTYpHI, B ToM uncie npodeccuonansubivu (I1K) n odummu (OK)

KOMIIETCHILIUSIMH.
Kona HaumeHoBaHMe pe3yJibTATOB 00yYeHUs

I[IK 1.1. | BbINOJTHATH NPOEKTUPOBAHUE KAOEIBbHOM CTPYKTYpPhl KOMIIBIOTEPHOH CETH.
OcymecTBiATh  BbIOOp TEXHOJOIMM, HWHCTPYMEHTAJIbHBIX CPEICTB M CPEICTB

IIK 1.2. BBIUMCIIUTENILHOW TEXHUKU TPU OpPraHU3alMM Ipolecca pa3padOTKU U HCCIETOBAHUS
00BEKTOB POPECCUOHATBHOMN IS TEIbHOCTH

K 1.3. ObecneunBaTh 3amUTy HHGOpPMAUMK B CETH C HCIOJIB30BAaHHEM MPOTPAMMHO-
annapaTHbIX CPEJCTB.
[Ipynumarhs y4yacTue B HPHEMO-CAATOYHBIX MCIBITAHUSAX KOMIIBIOTEPHBIX CETed U

IIK 1.4. | cereBoro o00pyJ0BaHUs PA3JIMYHOTO YPOBHSA U B OLIEHKE KayecTBAa U HKOHOMHYECKOM
5 HEKTUBHOCTH CETEBON TOMOJIOTHH.

K 1.5. BbinmonHATe TpeOOBaHMS HOPMATHBHO-TEXHWYECKOM JOKYMEHTAllMM, HMEThb OIBIT

o opMIICHHUS TPOCKTHOHN TOKYMEHTAIINH.

[Tepeuens oOmux komnerenuuii (OK)

Kon HanMeHoBanue 00X KOMIETEHIINHA

OK 1. BoeiOupate  crocoOpl  pemieHHs  3a1ad  IpO(ECCHOHANBHOM  JESITEIbHOCTH,
IPUMEHUTEIIBHO K Pa3JIMUHBIM KOHTEKCTAM

OK 2 OcyiecTBIATh OUCK, aHAIW3 U UHTEPIPETAUI0 UHPOpMAIMH, HEOOXOAUMOMN IS

] BBINOJIHEHUS 3a/1a4 TPO(ECCHOHATIbHON AEATeIbHOCTU

OK 3. [InanupoBaTh U peann3oBbIBaTh COOCTBEHHOE MPO(PECCHOHANBHOE U JIMYHOCTHOE
pa3BUTHE.

OK 4. PaGorath B KOUIEKTHBE U KOMaH/e, 3)()EeKTUBHO B3aMMOJICHCTBOBATD C KOJIETaMH,
PYKOBOJCTBOM, KJIMEHTAMH.

OK 5 OcCylIecTBIATh YCTHYIO U MUCbMEHHYIO KOMMYHHKAIIUIO HA TOCY/1apCTBEHHOM SI3bIKE

) C y4eTOM 0COOEHHOCTEH COIMATbHOTO U KYJIBTYPHOIO KOHTEKCTA.

OK 6. [IposBIATH rpa’kJaHCKO-NMAaTPUOTUUECKYIO MTO3UIIMIO, JEMOHCTPHUPOBATH OCO3HAHHOE
NOBEJICHHE HAa OCHOBE TPAAULIMOHHBIX O0IIEYET0BEYECKUX IEHHOCTE.

OK 7. CopnelicTBOBaTh  COXpPAHEHUIO  OKpYXKalolled Cpeabl, pecypcocOepexeHuto,
3¢ (HEeKTUBHO AEMCTBOBAThH B UYPE3BBIYAMHBIX CUTYAIIMSIX.
Hcnonb3oBatk cpeactBa (GU3NYECKON KyIbTYpbl Ul COXPAHEHUS U YKPEIJIeHHUs

OK 8. 3I0pOBBSl B Tporecce NPOo(ecCHOHATBbHON MAESITENIPHOCTA W TOJIEpKAHUE
HE00X0AMMOT0 YPOBHSI (PU3MUECKON MOATOTOBICHHOCTH.

OK 9. Hcnonb3oBath nHGOPMaIIMOHHBIE TEXHOJIOTHUHU B TPOGECCHOHATBHON AESITETbHOCTH

OK 10. [Tonp30oBaTbess  MpoecCHOHANBHOW —JOKYMEHTAllMel Ha TrocylapCcTBEHHOM U
MHOCTPAHHOM SI3bIKE.

OK 11. ITnanupoBaTh NpenpPUHUMATEIBCKYIO IEATEIbHOCTD B PO ecCHOHATLHOU cdepe




3. CTPYKTYPA U COAEPKAHUE ITPO®PECCUHOHAJIBHOT'O MOAYJISA

3.1. CTtpykrypa npoeccCHOHAIBLHOI0 MOIYJIsI

O0bem BpeMeHHU, OTBe/ICHHbII HA 0CBOEHUE

9K3aMeH Mo

MEKIUCHUIUINHAPHOIO Kypca (KypcoB) Tpaxruia MOAYJII0
CamocrosiTe1bHasA
Bcero Oos13aTes1bHAsA Ay IUTOPHASA paGora -
PpOU3BOACTBCHHASNA
Koawl HanmenoBanust MJIK ‘(13:;: yuyeOHasi Harpy3Ka ody4aromerocs oSysalomerocs (10 npopHIo
HpO(l)eCCI/IOHaJIb?bIX I[pO(l)ECCHOHaJII)HOFO yuebnas ; B T.4. B T.u., B T.u., Vuebnas, CIenHATbHOCTH),
JJA0OpaTOpPHBIEC
HOMHETeHItHT Moy HapySRa U Bcero a%onj)n Kypcopast Bcero Kypcopast 1acos (ecnu n [f(licgzom ena
NPaKmuKu) > P paGora > | pa6ora o mpacyenomp
YacoB | NMPAKTHYECKHE YacoB paccpedomouennas
3aHATHUS, (npoexcr), (mpoex), npakmuxa)
4aCOB qacoB qacoB
1 2 3 4 5 6 7 8 9 10
K 1.1-IIK 1.5 MK 01.01. -
OK 01-11 Kommbroteprsie ceTu 300 148 132 - 20 - - )
K 1.1-T1IK 1.5 MJIK 01.02. -
OK 01-11 Opranu3zanusi, IpUHLIHUIIBI
MIOCTPOCHUS U 408 208 118 30 52 - - -
(GyHKIIMOHUPOBAHHUS
KOMITBIOTEPHBIX CETEN
IIK 1.1-IIK 1.5 VYyeOHast mpakTUKa -
144 144 -
OK 01-11
K 1.1-T1IK 1.5 [Tpon3BoacTBEHHAS -
POH3BOA 108 108
OK 01-11 IIpaKTHKa
DK3aM€EH 10 MOJYJIO 6 6
| 966 356 | 250 30 | 72| - 144 108 6




3.2 TemaTH4yecKHuii IJIaH U coepkaHue NPodecCHOHATBLHOT0 MOTYJIsA

HaumenoBanue
pa3aesioB M TeM
Coaep:xanue yueOHOro MaTepuaa,
npo¢eccHOHATBHOI0 Oo6bem
woayst (ITM) JadopaTopHble padoThI U MPAKTHYECKHUE 3aAHATHS, CAMOCTOSITE/IbHASI YueOHass padoTa 00y4alonuxcs, KypcoBasi YACOB
y ’ padora (mpoeKT) (ec/i MpeayCMOTPEHbI)
MEKIN CHUIITHHAPHBIX
kypcos (M/IK)
1 2 3
MJIK.01.01. KomnblOTEepHBbIE CETH 300
Conep:xanue
KomnbroTepHblie ceTn
CoBMmecTHas pabota, IHTepHET U COBpEMEHHBIE CETEBbIE TEXHOJIOTUU — 00JACTh IPUMEHEHUs U Ha3HaueHue. Buipbl
KOMIIBIOTEPHBIX ceTeil. [ To0anbHble U ToKanbHble ceTu. OJTHOPAHTOBbIE U KIIMEHT-CepBEPHBIC ApXUTEKTYPbl. OCHOBHBIE
KOMIIOHEHTHI CETEH, CeTeBasi CpeAa U CeTeBble ycTpoilcTBa. TexHomoruu noakiaoueHus Kk Marepuer. KoHBepreHTHbie
cetu. KauecTtBo u HajexkHOCTh ceTeil. OCHOBHBIE MOHSTHS CETeBOM Oe3omacHOCTU. TEHAEGHUMU DPAa3BUTHS CETEH.
KoHconpHbIN nocTyn, ynaneHHsit goctyn ¢ noMoibto Telnet 1 SSH, ncnons3oanne nopra AUX.
CereBble IPOTOKOJIBI M KOMMYHHKAIMHA
KoaupoBanue u mapametpsl cooduieHusi. CereBble MpoTOKoibl. B3anmonelictBue mnporokosioB. Habop mporokonos
TCP/IP u mpouecc obmena npanHbiMu. Opranuzanuu no crangaptusanuu: [SOC, IAB, IETF, IEEE, ISO.
Tema 1.1. Beenenue B
Muoroyposaesble Mmogenu OSI u TCP/IP. Unkancynsiuus nansbix. [lpotokonsablie 610oku nanneix (PDU). Hoctym k
ceTeBble TEXHOJIOTUH 70

nokanbHbIM pecypcaMm. CereBas anpecaums. MAC- u IP- agpeca. loctyn k ynan€HHeiM pecypcam. nro3 mo
YMOJIYAHHUIO.

CerteBoii nocTyn

[TpoToxosibl ¥ cTanAapTh! pusndeckoro ypoBHs. CriocoOs! noaxioueHus k cetu. CereBble unTepdericuble miatel (NIC).
Cpenpl mepefayd JaHHBIX U UX XapaKTEPUCTHKH: MPOMYCKHAas CIIOCOOHOCTh, NMPOM3BOAUTEIBHOCTh. BUABI MeIHBIX
cereBbix kabeneit: UTP, STP, koakcuanpHblil. PazHOBUAHOCTH, OCOOEHHOCTH MPOKJIAAKH U TECTUPOBaHMS KaOemei.
CrpykTypa M 0COOEHHOCTH NPOKJIAIKU ONTOBOJOKOHHBIX Kabesneil. becrmpoBojaHble cpeicTBa mepenauyd JaHHBIX.
Cranpgapt Wi-Fi IEEE 802.11. KananbHblil ypoBeHb U €ro HogypoBHH: YmpasieHue JiorndeckuM kanaiaoMm (LLC) u
VYmpasnenne poctynom k cpeae nepenaun gaHHbix MAC. CrpykTypa Kajpa KaHaJIbHOTO YPOBHSI MU IIPUHLIMIIBI €rO
dbopmupoBanusg. CtangapTel KaHaabHOrO ypoBHS. Du3nueckas W JIOrMYecKash TOMOJIOTHUS CeTH. TOMOJOTHMH «TOYKa-




TOYKA», «3BE3lIa», «IOJHOCBSI3aHHAM», «KOJbIEBas». [loyayruiekcHas W TOJHOAYIUIGKCHAs Iiepeaada JaHHBIX.
Oco6ennoctu kagpoB LAN, WAN, Ethernet, PPP, 802.11.

Cetesblie TexHoorum Ethernet

CewmeiictBo cereBbix Texnonoruit Ethernet. [lpunun padotsr Ethernet. Bzaumoneiicrsue va nogyposusix LLC u MAC.
VYmpasienue goctynom kK cpeze nepenauu gaHaeix (CSMA). MAC-anpec: unentuduxamus Ethernet. AtpuOytsl kaapa
Ethernet. IlpencraBnennss MAC-agpecoB. OmHO- W MHOTOAIPECHOH, MIMPOKOBEMIATEIbHONW pacchulok. CKBO3HOE
noakatouenue, MAC- u IP-agpeca. IIpotokon paspemenus aapecoB (ARP): nmpuniumnel paboTel, pois B Ipolecce
ynanenHoro oomena ganueiMu. Tabnuubl ARP Ha cereBbix ycrpoiicTBax. OCHOBHBIE HEAOCTAaTKU MpoTokoia ARP -
Harpyska Ha cpeny nepemauu JaHHBIX U Oe3omacHOCTh. OcHoBHas mHGOpMaIUs O MOPTax KoMMmyTaropa. Tabnuia
MAC-anpecoB kommyratopa. Dyakmms Auto-MDIX. CnocoOGsl mepecbuiku kaapa Ha komwmyratopax Cisco.
bydepuzamnus namsatu Ha kommyTaTtopax. OukcupoBaHHAsS U MOAYJIbHAsA KOHQHUTypaluu KOMMYyTaTopoB. CpaBHEHUE
KoMMmyTanuu ypoBHs 2 U ypoBHA. Texnonorus Cisco Express Forwarding. Buptyanbnsiii uaTepdeiic kommyTraTopa
(SVI), Mapmipyruzupyemsiii nopt, EtherChannel yposus 3. Konduryparnus mapiipyrusupyemoro nopra.

CereBoii ypoBeHb

CereBoil ypoBeHb B Ipollecce Iepeauy JaHHbIX. [IpoTokomnsl cereBoro ypoBHsA. OCHOBHbIE XapakTepucTuku IP-
nporokoia. Ctpykrypa makeroB [Pv4 u [Pv6. OcoGennocTu u ipeumyiiecTBa npotokosia Pv6. Metoasl mapuipyTuzanuu
y3i0B. Tabnuua MapmpyTuzanuy y3JI0B W MapuHipyruzatopa mis npotokonoB [Pv4 u IPv6. VYcrpoiictBo
Mmapupyrtuzaropa — [Ipoueccop, namsaTs, onepannoHHas cucreMa. [logkioueHrne Kk MapipyTU3aTopy yepes3 pa3inyHble
nopTel. HacTpoiika HCXOAHBIX MapameTpoB, HUHTEpPQEiCcoB, NUI03a MO YMOIYAaHUIO U JIPYTHUX XapaKTEPUCTHK
MapuIpyTU3aTopa.

TpancnopTHbIil ypoBeHb

Hasnauenue u 3aJ1a4¥ TPAHCIOPTHOTO YPOBHA. MyNbTUIIIIEKCUPOBAHUE CEAHCOB CBsI3U. OnucaHue U CpaBHEHUE
npotokosioB TCP u UDP — Hage)xHOCTh M NPOU3BOAMTENBHOCTb, 00JacTh NMPUMEHEHUs. Ajpecanusi MOPTOB U
cermenTarusi TCP u UDP. O6men nannbimu 1o TCP. IIponieccet TCP cepBepa. Ycranosnenue TCP-coequnenus u ero
3aBepuieHue. [IpuHnunel «rpéxcropoHHero pykonoxarus» TCP. Hanéxnocts m ynpasnenue norokom TCP -
[TonTBepkieHNEe TMOJNyUYEHUS CErMEHTOB, MOTEps JaHHBIX M IOBTOpHAasl mepeiaya, ynpasieHue noTrokoMm. OOMeH
JaHHbIMU ¢ ucniosb3zoBanueM UDP. IIpoueccs! u 3anpocsl UDP-cepsepa, UDP-natarpammsl, npoueccst UDP-knunenTa.
ITpunoxenns, ncnons3yromue UDP u TCP.

IP-anpecanus

Crpykrypa IPv4-aapecoB. CereBast um y3noBas 4dacth [P-ampeca. [IpeoOpasoBanue aapecoB MeEXAy IBOWYHBIM U
JecsITEpUYHBIM NpeacTaBieHueM. Macka noaceru [IPv4. CeteBoli aznpec, anpec y3ia 1 IMPOKOBEIIATENbHBIN aIpec CETH
IPv4. IlpucBoenue y3ny cratuyeckoro u nuHamumdeckoro IPv4-anpeca. Muoroanpecnas mnepenada. [lybonuunble u
yactHble [Pv4-anpeca. [Pv4-anpeca cnenmansHoro HazHaueHus. Ilpucsoenne IP-anpeco. CoBMECTHOE HCIIOJIB30BAHNE




npotokojioB IPv4 u IPv6: nBoliHO# cTek, TyHHEeIUpoBaHue, mpeodpa3zoBanue. [Ipencranenue IPv6-aapecos. [IpaBuiia
cokpaienus 3anucu [Pv6-aapecos. MIHauBUyanbHbIM, rpynnoBOH, IPoU3BOIbHBINA TUIEI IPv6-anpecoB. CTpyKTypsl
JOKAJIbHOTO M rio0anbHOro uHAMBHAYanbHBIX [Pv6-anpecoB. Crartuueckas W JAMHAMUYecKas KOH(UTYpaluu
rI00abHOTO MHANBUAYAIbHOTO anpeca. [Ipomnecc EUI-64 u cydaiiHo creHepupoBaHHBIN HACHTU(UKATOp HHTEpderica.
ICMP-cepBuchl. OTimuusa st nporokosioB IPv4 u IPv6. Coobmenuss ICMPvI6 «3ampoc k mapiipyTusatopy»,
«O0BsBIECHHE OT MAPLIPYTU3ATOPay», «3anpoc coceqHero y3na» u «O0bsBICHNE coceiHero y3nay. TecTupoBanue ceTu
C TOMOIIBIO 3XO0-3alpocoB. TpaccupoBka MapuipyTa. Bpems NpoxXokIeHHs CHUTHaia B NPSMOM H 00paTHOM
HarnpasieHusx (RTT). Bpems sxuznu (TTL) IPv4 u npeaen nepexonon IPvo6.

Pa3zpenenune IP-cereil Ha moaceTH

Cermentauust IP-cereii. OOMeH naHHBIMU MexIy noaceTsimu. IlnanupoBanue aapecanuu B mojaceTsX. PacueTHbie
dbopMyIbl s cerMeHTaluu ceTH. Pa30ueHne Ha mojceTd Ha OCHOBE TPeOOBaHUM y3JIOB U CeTeil, B COOTBETCTBUH C
TpeboBanusiMu cererd. OrpesieieHne Macku MojceTH. PazOueHne Ha MOACETH C MCIOJb30BAaHUEM MACKH MEPEMEHHOU
nmuHel (VLSM). BazoBas Mmoaenb v HazHaueHue 010k0B aapecoB VLSM. [TnanupoBanue agpecamuu cetu. OCOOCHHOCTH
npoektupoBanus [Pv6-cetn. Pazbuenune Ha MojceTy ¢ UCIoIb30BaHUEM HICHTH(UKAaTOpa HHTepderica

YpoBeHb NPUIIOKEHUI

YpoBeHb NPWIOKEHUM, YPOBEHb IIPEICTABICHUS U CEAHCOBBIM YpOBeHb. IIpuMepsl pacipoCTpaHEHHBIX MPHIIOKECHUH.
[TpoTokousbl ypoBHs npuiioxkeHuid. OgHopanrosele cetd (P2P). Moaens Thna «kiaueHT-cepBep». O630p IPOTOKOJIOB
HTTP, HTTPS, SMTP, POP u IMAP. Cnyx6a nomennsix uMéH (DNS). ®opmar coobmiennii u nepapxus DNS. Yunura
«nslookupy». Ciysx6a DHCP. IIporokon nepenauu ¢aitnos (FTP). [Iporokon oOMeHa 6510kaMH cepBEpHBIX COOOIIEHU
(SMB). Konnermunu «Bceoonemumronuit Matepaer» BYOD. JlocTaBka JaHHBIX IO KOHBEPTEHTHBIM CETSIM.

10

Co3nanne u HacTpoOliKa He0OJIBIIOH KOMIILIOTEPHOH CeTH

[InanupoBaHue U co3AaHNe HEOOIBIION KOMIBIOTEPHOM CETH: ONpeIeICHIE KIII0UEBbIX (DAKTOPOB, BEIOOP TOMOJIOTHH U
CEeTEBBbIX YCTPOWCTB, BHIOOpP M HACTpPOHKa MPOTOKOJIOB, CUCTEMBI ajpecanui. Mepbl o obecrieueHH0 6e30MacHOCTH
CeTH. YSA3BUMOCTH U ceTeBble aTaku. Pa3BeabiBaTenbHbIE aTaku, ATaku f1octyna, Otka3 B o0cnyxuBanuu (DoS-atakn).
Pe3zepBHOe KomupoBaHHME, OOHOBJIIEHME W YCTaHOBKAa MCIIpaBleHHH. MexceTeBble 5KpaHbl. AyTeHTU(UKAIMS,
aBropu3auus u yuér. Bxmouenune npotokona SSH. @ailioBble cHCTEMBbl MaplIpyTH3aTOPOB M KOMMYTAaTOPOB.
PesepBHOE KONMMpOBaHME M BOCCTAHOBJIEHHE C MOMOIIBIO TEKCTOBBIX (paitinoB, mporokona TFTP, USB-nakonurens.
Berpoennbie cnyx6p1  Mapmpytuzanuu. [lognepikka OecrpoBOoAHBIX HoakiIoueHui. HacTpoiika BCTpoeHHOTO
MapuIpyT1u3aropa

IIpakTnuyeckune padoThI

1

CocraBieHue KapThbl CCTU I/IHTepHCT C MIOMOIIBIO YTUJIUT «ping» U «traceroute»

2

Co3zanne mpoCTOM CEeTH:
— YcTaHOBKa ceaHca KOHCOJIH C CETEBBIM 000pYIOBaHHEM IPH oMoty nporpammsel Tera Term;
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— Co3zmanue cetw;
— Hacrpoiika 0CHOBHBIX ITapaMeTPOB KOMMYTATOpa.

ITpocmoTp ceTeBoro Tpaduka ¢ moMoIibio mporpammbl Wireshark.

[TonkimroueHNe KOMIBIOTEPOB K CETH C TTIOMOIIIBIO Kabeel U 6eCIpoBOAHBIX aIalITEPOB:
— OnpeJeneHne CETEBBIX YCTPOHMCTB U KAHAJIOB CBS3H,
— OOXHUM ceTeBOro Kademns;
— IIpocmoTp maHHBIX 0 OECIIPOBOJIHBIX U IPOBOJIHBIX CETEBBIX a/IalTepax.

N3zyuenne Ethernet-texHomormii:
— IIpocmorp MAC-aznpecoB ceTeBbIX YCTPOUCTB;
— Hzyuenue xkagpoB Ethernet ¢ momortisio mporpammel Wireshark;
— IIpocmotp ARP ¢ nomombto nporpammsl Wireshark, unrepdeiicos komananoit crpoku Windows u 10S;
— Hcnonws3zoBanue nnrepdeiica komanauoi crpoku [0S ¢ rabnaumamu MAC-anpecoB KOMMyTaTopa.

[Toctpoenue cetu Ha 6a3e MapUIpyTH3aTOpa:
— IIpocmotp TabauIl MapIIpyTU3AIMH Y3JIOB;
— H3zydenue ¢puznueckux XapaKTepUCTUK MapIIPyTU3aTOPa;
— Cosznanue cetu, COCTOsIIEH 13 KOMMYTaTOpa M MapHIpyTHU3aTopa.

W3yyeHue TpaHCIIOPTHOTO YPOBHS:
— HabGmonenue 3a nporeccom TpéxcTopoHHero «pykomnoxatus» TCP ¢ momoieto nporpammbsl Wireshark;
— MH3zydenne 3axBaueHHbIX JaHHBIX DNS UDP ¢ nomonisro nporpammel
—  Wireshark;
— W3yuenue 3axBayeHHbIX naketoB FTP u TFTP ¢ momomibio nporpammsl Wireshark.

Hacrpoiika IP-anpecanun:
— Hcnonp3oBanue kanbkynstopa Windows B paboTe ¢ CeTeBbBIMH aJjpecaMu;
— Konseprauus [Pv4-anpecoB B IBOUUHYIO CUCTEMY CUUCIICHUS;
— Onpenenenue [Pv4/IPv6-anpecos;
— Hacrpoiika [Pv6-anpecoB Ha ceTeBBIX YCTPOICTBAX;
— TecTtupoBaHue ceTeBOro MOJKIOYESHHUS C MOMOIIBI0O KOMAHJI «ping» M «traceroute.

Cermenranus IP-cereii:
— H3yudeHne KaJIbKyJIATOPOB MOJICETEN;
— Pacuér moxcereit IPv4;
— Pazgenenue cereil ¢ pa3nuYHBIMU TOMOJIOTUSIMU HA TIOJICETH;




— Pa3zpaboTka u BHeApeHHE CXEMBI aJipecaliui pa3aeiéHHoN Ha ojacetu [Pv4-ceTu;
Pa3paboTka u BHenpeHue cxemsl aapecaruu VLSM.

10

IP-agpecanus:
— ananu3 TpaduKa 0JIHOAIPECHON Nepeauu, IUPOKOBEIIATEIbHON 1 MHOT0aIpECHON PacChUIKH;
— HacTpoiika aapecanuu [Pvo6;
— mnposepka agpecauuu [Pv4 u [Pv6;
— 0TpaboTKa KOMIUIEKCHBIX MPAKTUYECKUX HABBIKOB.
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Cermenranus IP-cereii:
— OpraHuzanus HoJICETH MO Pa3IMYHbIM CIIEHAPUSIM;
— pa3paboTka U BHEIpEHUE CTPYKTYpHI aapecanuu VLSM;
— BHEJPEHUE CXEMBI aJipecalinu, pa3ieqéHHon Ha nojacetu [Pvo-cetu;
— 0Tpab0TKa KOMIUIEKCHBIX MTPAKTUYECKUX HABBIKOB.

12

V3y4eHrne OCHOBHBIX CETEBBIX CITYKO:
— HW3zydenue ¢pyHkiuu odmMeHa (aiimamMu MEXIy OJHOPAHTOBBIMU YCTPOWCTBAMU OIpe/eTeHHE MPeoOpa3oBaHUi
PAT;
— Wsyuenue npaBun padbotel DNS;
— HW3yuenue nporokosa FTP.

13

Obecneuenne 6€30MaCHOCTH CETH:
— H3ydeHue yrpo3 cereBoii 6€30M1aCHOCTH;
— JlocTym K ceTeBbIM YCTpOMCTBaM o npoTokony SSH;
— Oobecrnieuenne 6€30MaCHOCTH CETEBBIX YCTPOMCTB.

14

AHanM3 KOMIBIOTEPHOM CETH M HACTPOHKa MapuIpyTHU3aTopa:
— IlIpoBepka 3a/iepkeK B Miepeiadn CETEBBIX MTAKETOB C MOMOLIBIO YTHIIUT «ping» U «traceroute;
— Hcnonws3zoBanue unrepdeiica komanaHoi crpoku (CLI) 1t c6opa cBeieHui 0 CEeTEeBbIX YCTPOCTBaX;
— VYmpasnenue (aitnaMu KOHQUTYpaLIUU MapIIPYTH3aTOPa C MOMOIIBIO TPOrPaMMBbl SMYJISLIUN TEPMUHANA
— VYmpasnenue Qaiinamu KoHGUTYpauy ycTpoiicT ¢ ucnons3oBanueMm TFTP, ¢pnent-namsatu u USB-HakonuTeneit
— H3ydeHne npouenyp BOCCTAHOBIJIEHHUS ITAPOJIEH.

15

IIpoekTupoBaHuE M CO3AAHNE CETH JUIsl MAJIOTO NMPEAIPUSATUS — UTOTOBBIA TPOEKT

Conep:xxanue

1 ‘ BBeneHue B KOMMYTHpPYeMble CETH
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Tema 1.2. [IpuHIUIIBI
MapIIPYTU3ALHHU U
KOMMYTAaIUHU

OO0benuHEHHBIE ceTu. Mepapxuss B kommyTtupyemoil cetu. Ponb kommyTupyembix ceteil. Kommyrtupyemas cpena.
Hunamuueckoe 3anonHeHue Ttabmuubl MAC-agpecoB kommyTtatopa. MeToibsl MEpPEeCchUIKM HAa KOMMYTATOpE.
Kommyranusa ¢ mpomexxyTouHbiM XpaHeHueM. CkBo3Has kommytauusa. KommyrarmonHbele goMmeHbl. CHIKEHUE
NIEPErPY30K CETH.

OCHOBHBIE KOHIENMIMHA U HACTPOIKA KOMMYTAllMH

OcHOBHBIE KOHIIENIIUU U HACTPOIiKa KoMMyTaluu. [lepBoHavyaibHast HACTPOITKa KOMMYyTaTOpa U BOCCTAHOBJIEHUE TTOCIIE
cucteMHoro cb6osi. Hactpoiika moctyma s 6a30BOro ympaiieHHs kKommyrtatopoMm ¢ IPv4. JlyrmuiekcHasi CBS3b.
Hactpoiika moproB kommyTaTtopa Ha (U3HYECKOM ypoBHE. DYHKIUS aBTOMATHUYECKOTO OIPEACICHUS THMa Kadems
(Auto-MDIX). ITpoepka HacTpoek mopra kommyTaropa. IIOUCK U ycTpaHeHHe Ppo0IeM Ha YPOBHE AOCTYIA K CETH.
be3onacHocTh kommyTraropa. 3amumEHHBIA ynan€HHbel goctyn. Hactpoiika SSH. PacnpocTpaH&HHBIE yrpo3bl
6e3omacHocTH: nepenonHenue tadmuubl MAC-aapecoB, DHCP-cniyuHr, ucrnonb3oBaHue ysS3BUMOCTEH MPOTOKOJIA
CDP, Ataku Telnet u ap. AyauT U IpakTHYECKHUE PEKOMEHIAINH 110 00ecIieueHrIo0 Oe30nmacHoCTh ceTH. besonacHoCTh
nopta kommyrtaropa. Orcnexuanue DHCP coobuienuit. @ynkuus 6ezonacHoctu nopra. Busl 3amutet MAC-aapecos.
Pexxumbl pearnpoBanusi Ha HapylieHue Oe3omnacHocTu. [IpoBepka u HacTpoiika mopToB. [IpoTOKOI ceTeBOoro BpeMeHH

(NTP).

BupryaabHble JokaiabHble ceTH (VLAN)

Bupryansusie nokansHble cetu (VLAN) — knaccuukanus 1 OCHOBHbBIE XapaKTEPUCTUKH. TpaHKU BUPTYaIbHBIX CeTEH.
KonTpons mupokosemarensHbix 1oMeHOB B ceTsix VLAN. Teruposanue kajapos Ethernet ans maentuduxanum cetu
VLAN. Ceru native VLAN u TterupoBanue crangapta 802.1Q. TerupoBanue rosocoBoii VLAN. Peanuzaruu
BUPTyalbHOU JIoOKanbHOM ceTtu. Hasnauenue mnoproB cerssiMm VLAN. Hacrtpoiika TpaHkoBbIX KaHanoB. IIpoToxon
JUHAMUYECKOro co3anus TpankoBoro kaHana (DTP). ITouck u ycrpaHeHHe HEMOdaJ0K B BUPTYaJbHBIX JIOKAIBHBIX
CeTsIX U TpaHKOBBIX KaHanax. [IpoGnemsl ¢ [P-anpecanueii cetm VLAN. HecoBnazenust pexxuMoB TPaHKOBOM CBSI3H.
[TpoextnpoBanue u obecneyenue Oe3omacHoctd VLAN: hopping, cnypuHr kKoMmyTaTopa, aTtaka C JBOMHBIM
terupoBanuem, Cerp PVLAN mnepumerpa. IIpakThueckne peKOMEHIAIMM IO MNPOEKTUPOBAHUIO BUPTYalIbHOU
JIOKAJIbHOU CETH.

Konuenuus mapmpyTusauuu

Hacrpoitka Mapmipyruzaropa. MeXaHu3Mbl TEpECBUIKM IMakeToB. [loakiroueHHe M HACTPOMKA  YCTPOMCTB.
CBeTonogHbIE MHIMKATOPBI HA MapIIpyTU3atope. AKTuBanus 1 HacTtpoiika [P-anpecannu. I[IpoBepka cBA3HOCTH ceTen
c mpsaMbIM noakitoueHueM. [IpoBepka HacTpoek uHTepdelica. PUIBTpalUs BBIXOAHBIX JAaHHBIX KOMaHJ «showy.
Kommyranusa mnakeroB Mexay cersamMu. DyHKIMS KOMMYyTaluMu MapuipyTuszaropa. MapmpyTu3anus NaKkeToB.
Onpenenenue mytu. [Iporiecc mpuHATHS peLIeHNs O epechlIKe nakeToB. Beidop ontumansnoro mytH. IIporokosnst RIP,
OSPF, EIGRP. Pacnpenenenue Harpy3ku. AAMUHHCTpUpOBaHue paccrosinue (AD) u HaJeKHOCTh MapuIpyTa. AHaINU3
TaOJIUI] MAPIIPYTH3AIMKA — UICTOYHUK JAHHBIX, IPUHIMIIB ()OPMHUPOBAHUE BO3MOKHOCTH HACTPOUKH. 3anucu TaOIUILIbI




MapUIpyTU3aLUH JUIsl CETEeH C MPSIMBIM MOAKIIOYEHHEM. 3a/laHie CTATHYECKUX MapIIpyTOB. IIpOTOKOJIBI AMHAMUYECKOI
Mmapupyrusauuu cereit IPv4 u IPv6

Mapmpyruzanus mexxkay VLAN

[Mpunmuner padotel Mapmpytusanun Mexay VLAN. Hactpoiika maprmpytuzanmuu Ha 0ase MapuipyTH3aToOpoB C
HECKOJIbKUMM  (pu3nueckumu uHTepdeiicaMu, ¢ HUCHOJIb30BaHHMEM KoHurypaunuu router-on-a-stick, uepes
MHOT'OYpPOBHEBBIM KommyTaTop. IIpodiaembr Mmapmpyruzanun mexay VLAN. [IpoBepka KoHGHUTypaIiu KOMMYTaTopa 1
HacTpoek MapipyruzaTopa. Henonanku B pabore untepderica. Ommobku B IP-anpecax u mackax nmojaceru. Hactpotika u
pabota komMmmyTanuu Ha 3-M ypoBHe. Mapmpytuzanus mexxay VLAN yepes BUpTyalibHbIe HHTEpEHCH KOMMYTATOpa,
MapLIpyTU3HpyeMble opThl. Hemonaaku B HacTpolikax KOMMyTaTopa 3-ro ypoBHs

CraTnveckasi MapLIPYTH3 AL U

[IpeumymiectBa M 3aja4yd CTaTUYECKOM MapUIpyTH3auuu. TUIbl CTaTUYECKMX MAaplIPYTOB: CTaHAAPTHBIM, I10
YMOJYaHHUIO, CyMMapHBbIi, maBaromuid. Hactpoiika crarmdyeckux mapmpytoB IPv4 u IPv6. Komanpma «ip routey.
Mapumpyr caenyroniero mnepexona. Hampsmyro Noaxmrou€HHBIM cTaTHdecKud MapmipyT. IloaHOCThIO 3anaHHBIN
cratudeckni mapupyt. Hacrpoiika cratuaeckoro mapuipyra no ymondanuro. Knaccosas agpecanusa. Knaccoseie macku
noacetu. becknaccoBast mexxaomenHas Mapupytuzanus CIDR. O0benunenne MapupyroB. Opranusanus cynepcerei.
Hcnonp3oBanne Macok mnojacetu ¢uxcupoBanHoi anuuabl (FLSM). Macka noacern mepemenHod anuabl (VLSM).
Hactpoiika cyMMapHBIX M IJIaBalOIUMX CTaTMYeCKMX MapuipytoB. Pacuér cymmapnoro mapupyra. O0beanHeHue
ceteBbIX agpecoB [Pv4 u IPv6. Tlouck u ycTrpaHeHue HemosagoK B HaCTPOMKaxX CTaTUUECKOT0 MapIIpyTa U MapupyTa 1o
YMOJIYaHUIO.

JAnHamMuuyeckass MApIIpyTU3 AU

[TpoToKONBI AMHAMUYECKOW MapLIpyTH3allMd — Ha3HAY€HWE, MPUHIUIBI padoThl U ucTOopusi pa3Butusi. CpaBHEHUE
JTUHAMUYECKOW W CTaTMYeCKOW Mmapmipytu3anud. [IpuHIUnel paboThl TPOTOKOJIOB MAapHIPYTH3AIMH: IYCK TOCIE
BKItoueHus: muTaHus, CereBoe oOHapyxkeHue, OOMeH AaHHBIMU MapiipyTu3anuu, ObecredeHne CXOIUMOCTH.
Knaccudukanust nporokonoB mapuipyrusaiuu. [Ipotokonsr IGP u EGP. /lucranunonHo-BekTOpHBIE TPOTOKOIBI RIP,
IGRP. IIporokonsl mapuipytusanuu mno cocrosHuto kanana OSPF u IS-IS. KnaccoBbie u GeckinaccoBbie MPOTOKOIBI
MapupyTH3anuu. XapakTepUCTUKH W METPUKH MPOTOKOJOB. JAnHamuyeckass JHUCTAaHUMOHHO-BEKTOPHAS
MapupyTu3anus. J[MCTaHIIMOHHO-BEKTOPHBIN alnropuT™. MexaHu3Mbl OTHPABKY U MOJTYUYEHHUSI JAHHBIX MApIIPYTU3ALIUH,
pacuéTra ONTUMAILHBIX MyTeW W JOO0ABIECHUS MapIIPYTOB B TAOJHIy MapIIpyTH3alUKA, OOHAPYKEHHS U PearupoBaHUS
Ha u3MeHeHus B Ttononoruu. Hactpoiika mnpotokona RIP: Bxmtouenume RIPV2, oTkiatoueHue aBTOMATHYECKOTO
00beIMHEHNSI, HACTPOWKA MACCHUBHBIX HMHTEep(deicoB, mMepemaada MaplmipyTa MO yMOJ4YaHUIO 1O ceTth. Hacrtpoiika
npotokona RIPng. [Iponecc mapmpyruszamuu mo cocrosiHuio kanana. Hello mpoTokon. maket coctosinus kanana (LSP).
JlaBuHHas pacchliiKa MaKkeTOB COCTOSHUS KaHaia. JIaBUHHAsI pacchbUIKa IMAKeTOB COCTOsHUA KaHaia. Co3aHue nepeBa
kparyaiimux nyreil SPF. Jlo6aBnenue mapmipyroB OSPF B Tabmuny mapumipyrusanmu. HenoctaTku mpoTOKOJIOB




MapIIPyTU3aIlUH 110 COCTOSIHHIO KaHaia. Tabiuiia MapuipyTU3aluu. 3aucu ¢ IPSMBIM TOIKITIOUEHUEM U YIaIEHHOM
cetu. JluHamudecku nmosrydaeMbie Mappythel [Pv4/6. Tlporecc moucka mapuipyra.

OSPF nas oxHoii 001acTn

CewmetictBo miporokosioB OSPF. Xapakrepuctuku, npuaiuibl padotsl 1 kommoHeHTsl OSPF. Ocobennoctu OSPF mns
OJIHOW M HECKOJIbKUX oOjactedi. MaructpanbHas obnactb. Mukancymnsaus coodmenuit OSPF. Tuner nakeroB OSPF:
naker npuBetcTBus (hello), maker onmcanust 6a3pl nanubix (DBD), maker 3ampoca cocrosHus kanana (LSR), maker
obHoBneHus cocrosiHusa kaHana (LSU). maker moarBepxkaeHust coctossHust kaHama (LSAck). OGHOBIEHUST COCTOSIHUS
kanana. PaGoume cocrosnus OSPF. Brnenennsiii (DR) u pesepBHbIi BbigeneHHBbIH MapmpyTtuzarop (BDR).
Cunxponusanus 6a3 ganabix OSPF. Hactpoiika OSPFv2 ans ogHoii o6mactu. Pexxum kondurypanuu uaeHTugpukaTopsl
mapuipytusaropa. Mcnonb3oBanue nntepdeiica loopback. Brimouenne OSPF nHa mnTtepdeiicax. 1llaGmonnas macka.
Komanpga «network». Hactpoiika maccuBHbix untepdeiico. @opmyna pacuéra merpuku croumoctd OSPF. Hactpoiika
3HauUEHUHN MpPOIyCKHOW crnocoOHocTH HHTepdelica. [IpoBepka cocenHUX yCTPOWCTB, HAaCTPOEK MPOTOKOJA, JAHHBIX
npouecca u apyrux xapakrepuctuk OSPF. CpaBuenue OSPFv2 u OSPFv3. Anpeca tuna link-local. Tononorus cetu
OSPFv3. Hactpoiika uaearudukaropa mapmpyruzaropa OSPFv3. Bxmouenne OSPFv3 Ha uHTepdeiicax.

Cnuckn kouTpoJs gocryna (ACL)

Crucku xontponst nocryna (ACL). Ilpunmun pabGotret ACLcmuckoB. Tumst ACL-criuckoB Cisco mist [Pv4.
[IpucBauBanue HomepoB U MMEH ACL-cnuckam. Pacuér mabGmonnoit mackum B ACL-crimckax. Pexomenpamuu 1o
co3nanuio u pasmeniennio ACL-cnuckoB. Pasmemienue cranmaptHeix u pacmupeHHbIx ACL-cnuckoB. Hacrtpoiika
crangaptHoro ACL-cnucka. Ilpumenenue crangaptabix ACL-cnuckoB Ha uHTepdeiicax. Kommentapun k ACL-
cnuckaM. [IpoBepka u perakTupoBanue ctanaapTHbIX HymepoBaHHbIX ACLcnuckoB. ACL-cTatuctuka. 3ammura nopToB
VTY c nomomsto cranaaptHoro ACL-cnucka IPv4. Ctpykrypa u Hactpolika pacumpeHHbix ACL-ciickoB i IPv4.
OunbTpanus Tpaduka ¢ ucnosnb3oBaHueM pacmmpeHHbIx ACL-cnuckoB. Ilouck u ycrpanenue Hemnonagok ACL-
cnuckoB. Pacmpoctpanénnsie ommbOku ACL-criuckoB. CpaBHenune ACL-cnuckoB ans IPv4 u IPv6. Hacrtpoiika u
nposepka ACL-cninckoB st [Pv6.

10

IIporoxkon DHCP

[Iporokon DHCP. DHCPv4: 6a3oBas omepamnusi, ¢hopmar COOOIICHHI, COOOIICHUSI OOHApYKEHUSI U TIPEIJIOKECHHUS.
Hacrpoiika, nposepka u perpancisanus npocroro DHCPv4-cepsepa. Hactpoiika Mapuipyrusaropa B kauectee DHCPv4-
knuenTta. Hactpoiika mapmpyruzaropa kimacca SOHO. Tlouck u ycTpaHeHue HEMoJaJoK B paboTe MapuipyTu3aTopa
DHCPvA4. IIporokon DHCPv6. ABromaTnueckast HacTpoiika ajapeca 0e3 orciexusanus coctossHust (SLAAC). [Tpuniun
pabotet SLAAC ¢ DHCPv6. DHCPv6 ¢ u 06e3 otcnexuBanus cocrosiHus. I[Ipoumeccest DHCPv6. Hactpoiika
mapuipytuzatopa B kadectBe DHCPv6-cepsepa u DHCPV6-kiuenTa. Ilouck M ycTpaHeHHe HENOJIaZoK B paboTe
DHCPV6.
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IIpeoOpa3oBanue cereBbix agapecoB IPv4




[IpeoOpazoBanme ceTeBbix aapecoB IPv4. KonnenrtyanbHoe npeodbpazoanue cereBbix aapecoB (NAT). Tepmunonorus
u npuniunsl padotel NAT. IlpoctpancTBo yactHbiX [Pv4-anpecoB. Ctatuyeckoe W JUHAMUYECKOE MPeoOpa3oBaHHe
cereBbix anpecoB (NAT). IlpeoOpazoBanue ampecoB moptoB (PAT). CpaBHenue NAT u PAT. IlpeumymiectBa u
Henoctatku NAT. Ananus crarndyeckoro npeodpazoBanus NAT. [Ipunnun pabots! nunamuyeckoro NAT Hacrpoiika u
npoBepka NAT, PAT. Ilepeanpecauus noproB. Hactpoiika NAT u npotokosia [Pv6. Tlouck u ycrpaHeHue HEMoJIa 10K
B pabote NAT.

IIpakTnyeckune padoTbl

1

Hactpoiika kommyTaTopa:
— ba3zoBas HacTpoiika KOMMYTaTOpa;
— Hactpoiika napameTpoB 6€30MacHOCTH KOMMYTaTopa

Hactpoiika 6€301acHOCTH KOMMYTaTopa:
— Hacrpoiika nporokona SSH;
— Hacrpoiika ¢pyuaxuuu Switch Port Security;
— Tlouck u ycTpaHeHUe HEMoJaI0K B CUCTEME O€30IIaCHOCTH MTOPTOB KOMMYTATOPa;
— OtpaboTKa KOMIIJIEKCHBIX TPAKTHYECKHUX HABBIKOB

Kongurypauus cereit VLAN:
— Konodurypauus cereit VLAN 1 TpaHKOBBIX KaHAJIOB;
— Ilouck u ycrpanenue Henonagok B KoHpurypauuu VLAN;
— Peanuzanusg cuctemnl 6e3omacHoct cetd VLAN;
— Peanuzanus cereit VLAN 111 cerMeHTalMy ceTell MpenpusTHil Maloro U cpeHero Ou3Heca

Hacrpoiika Mapiipyrusaropa:
— Hcnonp3oBanue KomMaH bl traceroute 1711 OOHApYKEHUsI CETH;
— JIoKyMEHTHPOBAaHHE CETH;
— Hacrpoiika unrepdeticos IPv4 u IPv6;
— Hacrpoiika u npoBepka HeOOBIION CETH;
— MHccnenoBanue MapuIpyTOB C NPSMbBIM NOAKIOYEHUEM

Hacrpoiika Mapipytuszanuu:
— CocraBieHnue cxeMsl ceTu HTEpHET;
— Hacrpoiika 6a30BBIX MapaMeTpOB MapIIPyTHU3aTOPa C MOMOIIBI0 HHTEpdeiica komanaHou ctpoku (CLI) cuctemsr
Cisco IOS;

— Hacrpoiika 6a30BbIX MapaMeTpoB MapupyTuzaropa ¢ nomouipo CCP.

MapmpyTtuzanus mexay VLAN:
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— Hacrpoiika mapmpyruzanuu mexay VLAN miis kaxaoro narepderica;
— Hactpoiika mapmpyruzanuu mexay VLAN Ha ocHoBe ctangapta 802.1Q 1 TpaHKOBOIO KaHama;
— [louck u ycTpaHeHue HENoJaJ0K B MapiipyTu3anun mexay cersimu VLAN.

Hacrpolika ctatudeckoi MapupyTu3aiuu:
— Hacrpoiika cratnueckux mapuipyroB [Pv4/IPv6 no ymomadanuto;
— Pazpabotka u peanuzanus cxemsl aapecanuu [Pv4 ¢ ucnonszoBanuem VLSM;
— Pacuér cymmapubix MapuipytoB IPv4 u IPv6;
— Ilouck u ycTpaneHue HenoJiaJok ctaTudeckux mMapupytoB IPv4 u IPv6.

Hacrpoiika quHaMHYeCKO MapHIpyTH3aLUH:
— MHccnegoBanue cX0QuMOCTH;
— CpaBHeHHe METOZIOB BbIOOpa IyTH B IpoToKosiax RIP

Hacrpoiika nporokosnoB RIPv2 u RIPng.

10

Hacrpoiika nporokosnoB OSPF:
— Hacrpoiika 6a3zoBoro nporokosa OSPFv2 mist ogHo# 06nacTw;
— ba3zoBas Hactpoiika nporokonaa OSPFv3 mis ogHoit obmactu.

11

N3yueHne MexaHu3MOB pabOThI CO CIIMCKAMH KOHTPOJIS 1OCTYIIA:
— Harnsanoe npencrasnenue padotsl ACL-crincka;
— Hacrpoiika crannaptasix ACL-CIIUCKOB;
— Hactpoiika cranaptabix nMeHOBaHHBIX ACL-crinckos;
— Hacrpoiika ACL-cniucka st muauid VTY;
— Hacrpoiika pacmmpeHHbIX ACL-CIMCKOB 1715 pa3/InYHbIX CLIEHAPUEB;
— Tlouck u yctpanenue Henomnanok B pabote ACL-ciMcKOB;
— Hacrpoiika ACL-ciuckos [Pv6;
— OrpaboTKa KOMIUIEKCHBIX MPAKTUYECKUX HABBIKOB.

12

Hactpoiika ACL-cnuckos:
— Hacrpoiika u nposepka crangapTHbiXx ACL-ciickos;
— Hacrpoiika u mposepka orpanndyenuii VIY;
— Hacrpoiika u nposepka pacmmpeHHbsix ACL-cninckos;
— Ilouck u ycTpaHeHuE HENOMAI0K B HAaCTpoiike U pazMenieHnn ACL-
—  CIIACKOB;
— Hacrpoiika n mpoepka ACL-crinckoB s [Pv6.




N3yuenune nporokonoB DHCP:
— ba3zoBas nacrpoitka DHCPv4 na mapuipyruzarope;
— bazosas nacrpoiika DHCPv4 na kommyrarope;

13 — Tlouck u ycrpanenue Henomnanok B pabore DHCPv4;
— Hacrpoiika cepsepa DHCPv6 6e3 oTcnexuBaHusi COCTOSIHUS U C OTCIICKUBAHUEM COCTOSIHHS,
— Tlouck u ycrpanenue Henonanok B pabore DHCPvo6.
N3yuenune npotokona DHCP:
14 — Hacrpoiixa nporoxona DHCP ¢ nmomomisio komana Cisco 10S;

— OtpaboTKa KOMIIICKCHBIX MPAKTUYECKUX HABBIKOB.
[IpeoOpa3zoBaHue CETEBBIX AAPECOB:
— MWzyuenue npunnumna padotst NAT;
— Hactpoiika cratuyeckoro u qunamudeckoro NAT;
15 — Peanmmuzanus cratuyeckoro u guHamudeckoro NAT;
— Hacrpoiika nepeaapecanuu IopToB Ha MapmpyTu3atope Linksys;
— TlIpoBepka, MOWCK U ycTpaHEHHE HEMOIa 0K KoHpurypammiit NAT;
— OtpaboTKa KOMIIICKCHBIX MPAKTUYECKUX HABBIKOB.
Nzyuenue pabotel ¢ NAT u PAT:
— Hacrpoiika qunamuueckoro u cratuueckoro NAT;

16 — Hactpoiika NAT-nyna ¢ neperpyskoii u PAT;
— [Ilouck u ycrpaneHue Henona ok KoHpurypauuid NAT.
KOHCYJIbTALMA 2
IK3aMeH 6
CamocrosiTesibHas padoTa odyyawmuxcs — YeJieH Kk 20

Hroro mo MJIK .01.01 — 300 yacoB, B TOM umcJIe:
Jlexruu — 140 gacos;

[TpakTuyeckue padotel — 132 yaca;
CamocrositenbHas padora — 20 gacos.
Koncynbrarus — 2 yaca

DK3aMeH — 6 yacoB

MJIK.01.02 Opranu3anusi, NPUHIMIBI NOCTPOeHUs U GYHKIMOHUPOBAHNSI KOMIILIOTEPHBIX ceTeil 408
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Tema 2.1.
Mapupyruszanus u
KOMMYTAI[Usl.
MacmirabupoBanme
cerei

BBenenue B macmiradupoBanue cerei

1 | Peammzanust mpoekta cetd. [IpoekT wuepapxuueckoid ceru. Pacmmpenue cetn. BpiOOp ceTeBBIX YCTpPOMCTB.
KommyTannonHoe o6opynoBanue. MapupyTusatopbl. Y Ipapisiioliye yCTpoicTBa
N30bITOuHOCTHL LAN
2 [TonsiTus mporokona spanning-tree. IIpennasnadeHue mnpotokona spanning-tree. Ilpuamun padoter STP. Tums
npotokosnioB STP. Hacrpoiika nporokona STP. Hacrpoiika PVST+. Hactpoiika Rapid PVST+. IIpo6aembl HacTporku
STP.
ArperupoBaHnue KaHaJ10B
3 | OcHOBHBIE MOHATHS arperupoBaHusl kKaHajaoB. ArperupoBanue kaHainoB. [Ipunuun pabots EtherChannel. Hactpoiika
arperupoBanus kananoB. Hactpoiika EtherChannel. ITpoepka, mouck u ycrpanenne Hernonanok B padore EtherChannel
BecnpoBoHbIe JT0KaJbHbIE CETH
Konnenmnuu 6ecipoBosiHoil cBs3u. Beenenue B 6ecnipoBoanyto cBsi3b. Komnonentsl ceteit WLAN. Tononoruu cereit
WLAN 802.11. IIpunuunsl paboTel OecripoBOAHO JoKanbHOU ceTu. CTpykTypa kaapa 802.11. @yHKIHOHUPOBaHKE
4 | OecripoBOHOM CBSI3U. YTpaBieHHE KaHajJaMH. be3omacHOCTh OECIpOBOIHBIX JIOKANBHBIX CETeH. YTPO3bl IJIsi CeTei
WLAN. Ob6ecneuenue 6e3omacnoctu  WLAN. Hacrpoiika OecnpoBOAHBIX JIOKaNbHBIX ceTedl. Hactpoiika 68
OecripoBoiHOTO MapmpyTu3aTopa. Hactpoiika GecripoBOAHBIX KIMEHTOB. [IOMCK M ycTpaHEHHE HEMOJIaA0K B padboTe
cereit WLAN.
Hacrtpoiika u ycrpanenue HenoJiagok B padore OSPF 151 onHoii 061acTH
Pacmmpennsie mapametpsl mpotokona OSPF s ogHoit o61actu. MapiipyTu3zaiys Ha ypoBHSIX paclpesieeHus U sapa.
OSPF B ceTsix ¢ MHOXECTBEHHBIM JOCTYNOM. PacmpocTpaHeHune Mapuipyra Mo yMoiyaHuio. TodHas HacTpolka
5 | unrepdeiicoB OSPF. 3ammra OSPF. Vcrpanenue Hemonanok peanusanuu nporokona OSPF s oxnoit oGmactw.
CocraBismonye mpoleIypsl MOMcKa U ycTpaneHust Henouiaaok B padote OSPF st ogHoit o6nactu. [louck u ycrpanenue
Henonaaok B Mapmpytuszanuun OSPFv2 ans oanoit o6mactu. Ilouck u ycrpanenue nHenonanok B OSPFv3 mns ogHoit
obnactu
OSPF ny1s1 HeckoIbKHX 00J1acTel
[Tpunuun padotet OSPF 1s Heckonbkux obnacteit. Haznauenne OSPF mist Heckonbkux obnacteil. [Ipunnun paboTsl
6 | makeroB LSA B OSPF mis Heckonbkux oOnacreil. Tabnuuma mapuipyrusanuu 1 tunsl MapuipyroB OSPF. Hactpoiika
OSPF nns neckonbkux obnacreil. Hactpoiika OSPF nns Heckonbkux oOnactei. O0wveaunenue mapuipyroB OSPF.
ITposepka OSPF myst Heckonbkux obnacreit
IIpakTHyeckue padoThl
Pa3BepThIBaHNE KOMMYTHUPYEMOM CETH C PE3€PBHBIMU KaHAJIAMH 48

Hacrpoiika Rapid PVST+, PortFast u BPDU Guard

WIN| -

Hacrpoiika nmporokona GLBP




4 | OnpeneneHre TUMIOBBIX OMMOOK KoHuryparuu STP

5 | Hacrpoiika EtherChannel

6 | Ilouck u ycrpanenue Henonanok B pabore EtherChannel

7 | ArperupoBaHue KaHaJIoOB

8 | Hacrpoiika 6ecipoBOJHOIO MapIIpyTHU3aTOPa U KIMEHTa

9 | Hacrpoiika 6a3oBoro npotokona OSPFv2 nns ogHoit obnactu

10 | Hacrpoiika OSPFv2 B ceTn MHOXECTBEHHOT'O JJOCTYIIA

11 | Hacrpoiika pactmmpeHHbix ¢yHkimii OSPFv2

12 | llouck u ycTpaHeHne HENoIa0K B pabote ocHOBHBIX TpoToKosoB OSPFv2 u OSPFv3 st ogHoi o01actu

13 | [louck 1 ycTpaHeHHe HeNoiIa 0K B paboTe ycoBepleHcTBOBaHHOro nmpoTokosna OSPFv2 st onHoit o01actu

14 | Bnanenue HaBbIKaMM IIOMCKA U YCTpaHEHUs Henonaaok B pabore OSPF

15 | Hacrpoiika OSPFv2 mis Heckonbkux obactei

16 | Hactpoiika OSPFv3 nns Heckonbkux obyactei

17 | louck u ycrpanenue Henonaaok B padore OSPFv2 u OSPFv3 nns Heckonbkux obnacten

Conep:kanue
IMoakroueHne K ri100aabHONM ceTH

1 0O0630p TexHonorui riaodansHoN cetu. Llens co3nanus rinodanbHbIX ceTel. [Ipuniun padoTsl rinodansHOM cetu. Beidop
TEXHOJOrHMM ryo0anpHOM cetu. CepBuchkl rno0anbHOW ceTH. HMHQpacTpyKTypbl YacTHBIX TJIOOAJbHBIX CETEH.
HudpacTpykTypa 0011e10CTyHON I11o0aibHOM ceTH. BpIOOp cepBHCOB I100abHON CETH.
CoeguHeHHe «TOYKA-TOYKA»

2 O0630p noCIe10BATENBHOIO COEANHEHUS «TOUKa-TouKay. CBsI3b M0 MociieaoBaTebHOMY KaHaiy. Mukancymsust HDLC.
[Tpunuun padots! nporokona PPP. [Ipeumymecrsa npotokona PPP. LCP u NCP. Ceancest PPP. Hactpoiika npoTokomna

Tema 2.2. Coequnenne PPP. Hactpoiika nmporokona PPP. Ayrentudukanus PPP. Otnanka coenunennit WAN. Otnanka PPP
cereii Pemienusi IMpoKOMOJIOCHOIO 10CTyNA 66

3 VY nanéunas pabora. [IpenmyiiectBa ynanéHHoi paboTsl. buznec-rpeboBanHus s yAanéHHbIX paboTHHKOB. CpaBHEHUE
pemieHuit mupokonosiocHoro npocryna. KaGens. DSL. becnpoBoanble MUpOKOMOJNIOCHbIE ceTH. Buibop pemieHuit
mupokonosocHoro pocryna. Hacrpoiika noakmouennit xDSL. O630p PPPoE. Hactpoiika PPPoE.
3ammTa MexxpuIHaIbHON CBI3H

4 Cern VPN. OcnoBsl cereit VPN. Tunsl cereit VPN. Tynnenu GRE mexny oowvextamu. OcnoBsl GRE. Hactpoiika
tyaHeneit GRE. O6mue cBenenust 00 [Psec. 3amura nmporokona IP. Ctpykrypa npotokosna [Psec. Y panéunsiii ocTyi.
Pemenus VPN nns ynanénnoro nocryna. Cetu VPN ynanénHoro nocryna ¢ ucnosbs3oBanueM IPsec.

5 | Mounutopunr Cern




Syslog. IIpunnmn padoter Syslog. Hactpoiika Syslog. SNMP. ITpuniun pa6otsr SNMP. Hactpoiika SNMP. NetFlow.
[Tpurammn pabotsl NetFlow. Hactpoiika NetFlow. [IpoBepka moneneli tpaduka.

OTaaaka ceTH
[Touck u ycTpaHeHue HEMOIa0K C UCIIOIB30BaHUEM CUCTEMHOr0 noaxoAa. Jlokymenranus no cetu. [Ipouenypa noucka
W yCTpaHEHUs HemoJyiagoK. M3osius mpobiieMbl ¢ MTOMOIIBI0 MHOTOYPOBHEBBIX Mozenei. Otmanka cetu. CpeacTsa

IMOUCKa U YCTPaHCHH A HCIIOJIa0K. CuMITOMEI 1 IMPUYUHBI OTJIAAKU CCTHU. Ilouck u YCTPAHCHUC HCIIOJIAJOK CBA3HU B CCTAX
IP.

IIpakTH4eckue padoThl

HacTtpoiika 6a3oBoro PPP ¢ ayrentudukanueit

Otnazaka 6a3zoBoro PPP ¢ ayrentuduxanneit

[TIposepka PPP

Hactpoiika mapmpyruzaropa B kauectBe kineHta PPPoE nns noaxmrouenust DSL

Hacrpoiika tyanens VPN GRE no cxeme «rouka-Touka

Pa3pa60TI<a TEXHHUYCCKOI'O O6CJ'Iy>KI/IBaHI/I$I CCTU

Hactpoiika Syslog u NTP

I/I3yquI/Ie IIpOrpaMMHOI'0 obecreyeHus JJIs1 MOHUTOPHUHTI'a CCTH

OO |NOOTAWIN| -

Hactpoiika SNMP

CO6op u ananu3 nanasix NetFlow

I/IHCprMeHTapI/Iﬁ CCTCBOI'O aAMHUHUCTPATOPA JJIS1 Ha6J'II-OI[eHI/I$I

Cooii B pabote ceTu

Pa3paboTka qokyMeHTanuu
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Tema 2.3.
IIpoexTupoBanue
ApPXUTEKTYPHI
JIOKAJbHOM ceTH

Conep:xanue

Tpe6oanust CHull k 000py10BaHNIO0 KOMIIBIOTEPHBIX CeTel

[TpoexTupoBanue anmnaparHoi. TpeOoBaHNE K KOHCTPYKIIMH M O0OPYIOBAHHIO allliapaTHO

HpaBI/IJ'Ia MOHTa’ka TCJICKOMMYHHUKAIIMOHHOT'O O60pyI[OBaHI/I$I

A WIN|F

[TpoekTrpoBaHUEe KPOCCOBBIX. Pa3mereHne kpoccoBbix. OOmue TpeOOBaHUS K KOHCTPYKIIMH W 00OPYIOBAaHHUIO
KPOCCOBBIX

KaGenbHble Tpacchl MOJACUCTEMBI BHYTpEHHUX Maructpaneid. KoHCTpykTuBHBIE TpeOOBaHUsS K CTOSKaM. DIEMEHTHI
dbopMupoBaHMs KaOEIHHBIX TPACC HA TOPU3OHTAILHOM yuacTke. [loamoTonounpie kKabeabHbIe KaHaJbI.

[TpunMne! ¥ npaBuia noctpoeHus kadenpHoi npoBoaku CKC.

Br160p Tumna u kateropus kademst

N[O O1

TeJ'IeKOMMYHI/IKaI_II/IOHHa}I (pa3a IIPOCKTUPOBAHUS. CxeMsbl COCAUHCHUS I'PYIIIIOBBIX yCTpOfICTB CETCBOI'O 06opy11013aH1/I;1.
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9 | Pacuer nuHuii kabenel MaruCTPadbHbBIX IMOJCUCTEM.

10 | Pe3epBupoBaHre MarucTpaJbHBIX MOJACHUCTEM.

11 | ITpuHIUIIBEI U CIOCOOBI TTOAKIIOYEHUSI CETEBOTO 000PYTIOBAHUS.

12 | IpoekTHas nokymeHTtanus. [IpuHIMIBEI 1 TpaBuiia 0hOPMIIEHHUS! TPOSKTHON TOKYMEHTAITUH.

13 | PaGoumne uepTexu.

14 | Ocobennoctu oopmiteHUs CieHPUKAITIT

IIpakTnyeckmne padoTpl

1 | lopsinok MpOeKTUPOBaHMSI JIOKATBHOU CETH
2 | IlpoekTupoBaHue KPOCCOBBIX
3 | [Hoctpoenne kabenpHoit mpoBoku CKC
4 | CnocoObl NOJKIFOUEHUS CETEBOr0 000pyI0BAHUS
5 | Pacuer BcmomorarenbHOro 000pyA0BaHUS 30
6 | Co3nmanue pabounx yeprexei
7 | Co3nanwue crienudukanim
8 | CanutapHO-THrHEHHYECKHE TPEOOBAHMUS K PA3MEIICHUIO KOMITBIOTEPHOT0 000py10BaHHs
9 | INopsnoK TECTUPOBAHUS M TPHEMO-CAATOYHBIX MCIIBITAHUH JIOKAJILHOU CeTH
KypcosBoii npoekt 30
Koncyabranus 2
IK3aMeH 6
CamocrosiTesbHast padoTa o0yyawommxcs - YesieHukn 52
Hroro mo M/IK .01.02 — 408 uyacoB, B TOM uncJe:
Jlexruu — 200 gacos;
[MpakTrueckue padbotsl — 118 wacos;
Kypcogoii npoekt — 30 4acos;
CamocTrosrenpHas padora — 11 gacos
Koncynpramusi— 2 yaca;
Dk3ameH — 6 4acoB
Y4yeOHasi NpaKTHKA
[TpumepHBIii TepeueHb padoT:
1. ygacTtre B IpOEKTHPOBAHUHU CETEBOM MHPPACTPYKTYPBHI; 144

2. y4acTue B OpraHH3aIlly CETEBOTO aJMHHUCTPUPOBAHHS,
3. skcmryaTanus 00bEKTOB CETeBOM HHAPACTPYKTYPHI;




4. ydqactue B yIpaBJICHUU CETEBBIMU CEPBUCAMU;
5. ydacTue B MOJICPHU3ALUHU CETEBOW HHPPACTPYKTYPHI.

IIpon3BoacTBeHHAS MPAKTHKA:

[IpumepHsIii epeyeHb padoT:

1. yaactue B pa3paboTKe METOJIOB, CPEJICTB U TEXHOJIOTHI IPUMEHEHHS 00BEKTOB PO(eCCHOHANBHON e TEIbHOCTH;

2. npoBenieHre MPOYUIAKTUYECKUX pabOT Ha 00BEKTAX CETEeBON MHPPACTPYKTYPHI U pabOUYHNX CTAHIUIX;

3. yyacTue B MFHBEHTapH3aIlMH TEXHUYECKUX CPEJICTB CETEBON MH(PPACTPYKTYPHI, OCYIIECTBIEHHE KOHTPOJISI TOCTYIHMBIIETO U3 PEMOHTA 000PYI0BaHUS

108

TemaTuka camocTosiTeIbHON y4eOHOI padoThI:

1. CuctemaTnueckas mpopaboTKa KOHCIIEKTOB 3aHATHH, y4eOHON U ClIelIMaIbHON TEXHUUECKON JIUTEPATYypHI.

2. IlpoexTHble hopMbI pabOTHI, MOJrOTOBKA COOOLICHNH, pedepaToB, JOKIAI0B.

3. IoxaroroBka K 51a0OPaTOPHBIM U IPAKTHUECKUM paboTaM € HCHOJIb30BAaHMEM METOJUYECKHUX DPEKOMEHJAlMi mpernogasarens, ohopMiIeHue
1a00paTOPHO-NIPAKTUYECKUX PAOOT, OTYETOB U NMOATOTOBKA K MX 3aLIUTE.

4. PaboTa HaJ KypCOBBIM IIPOEKTOM.

IK3aMeH o MOAYJHO

Hroro mo IIM.01 — 966 yacoB, B TOM 4HcJI€:
AynutopHas yueOHast Harpy3ka — 356 yaca;
[TpakTrueckue padotsl — 250 yacos;
Kypcogoii mpoekt — 30 4yacos;
CamocrosrenbHas pabota — 72 yaca
VYyeOnas npaxtuka — 144 yaca,
ITpousBonacTBeHHas npakTuka — 108 yacos
DK3aMeH 1Mo MOAYII0 — 6 4acoB

INPAKTUYECKASA MIOATI'OTOBKA:
MJIK 01.01.: Tema 1.1 ITpaktuueckue padots NeNe 6,7
Tema 1.2 IIpakTuueckue padotsl NeNe4,5

MJIK 01.02.: Tema 2.1 IIpaktuaeckue padotsr NeNe 16,17
Tema 2.2 [Tpaktuyeckue pabotsl NeNe 9,10
Tema 2.3. Ilpaktuueckue pabotsr NeNe 1,2




4. YCJOBUSA PEAJIM3ALUU ITPOTI'PAMMBI IPO®ECCUOHAJIBHOI'O MOAYJIsA

4.1. TpeGoBaHusI K MUHNMAJBLHOMY MaTepPHAIbHO-TEXHHYECKOMY 00ecre4eHHI0

Jlis peanu3anuu MporpaMMbl MPOo(ecCHOHATBHOTO MOAYINS JOKHBI OBITH MPEAyCMOTPEHBI
CIIEyIOIIKE CIEeIAIbHbIE TOMEIIECHNUS
— JlaGopaTopus «Opranusanus 1 MPUHIMIIBI TOCTPOSHUSI KOMIIBIOTEPHBIX CUCTEM).
— Crynus [IpoexTupoBaHus U Tu3aifHa CETEBBIX APXUTEKTYP U MHIKEHEPHOU TpapuKm.
OobopynoBanue jaboparopuu U padbounx Mect Jadoparopuu «Opranu3anus 4 NPUHUHUIBI
NOCTPOCHHUS KOMIIBIOTEPHBIX CHCTEM.
JlJis BBIMOTHEHUS] TIPAKTHYECKUX JTAOOPATOPHBIX 3aHATUH Kypca B Trpymmax (mo 15 denoBek)
TpeOyIOTCS KOMIBIOTEPHI U nepudepuitHoe 000pyI0BaHUE B MPUBEICHHON HUXE KOH(DUTYpAIIUH:
— 12-15 koMIbIOTEpOB OOy4arommxcs W | KOMIIBIOTEp NperoaaBarels (ammapaTHoe
obecrieueHre: He MeHee 2 CeTeBbIX IIaT, mpoieccop He Hike Core 13, omepaTUBHAs MaMATh
oovemoM He MeHee 8 1'6; HD 500 Gb unu Gomnbliie nporpaMMHOe oOecrieueHre: onepaiioHHbIe
cucrembl Windows, UNIX, naket opucubix nporpamm, maket CAIIP);
— TunoBoi cocTaB Il MOHTa)Xa M HaJaJKH KOMIIBIOTEPHOW CeTH: KalOenu pa3iuyHOro
THIA, 00’)KMMHOM MHCTPYMEHT, KOHHEKTOpbl RJ-45, TecTepbl 1uist kabensi, Kpocc-HOXHU, Kpocc-
MIaHEJH;
- IIpuMep NpOeKTHON TOKyMEHTALUK;
- Heo6xonnMoe NHMIIEH3MOHHOE MpOrpaMMHOE obOecreueHue Ui aJAMUHUCTPUPOBAHMS
ceTeil 1 oOecrieueHMs ee 0€30IMacHOCTH;
— CepBep B Jaboparopuu (ammapaTHOe OOecTieueHHe: He MeHee 2 CEeTEeBbIX IuIaT, §8-X
sJIepHBbIN Ipoleccop ¢ yactoToi He MeHee 3 I'T'1, onepaTuBHas namsaTh 00bEMOM HE MeHee 16
I'0, xectkue aucku obmuM oobreMoMm He MeHee 2 TO, mporpammuoe obecrieuenue: Windows
Server 2012 wim Oonee HOBass BepcUs, JHUIEH3HMOHHBIE AHTHUBUPYCHBIE MPOTPAMMBI,
JUIEH3UOHHBIE MPOTrPAMMbl BOCCTAaHOBJIEHUS JIAHHBIX, JIMIIEH3UOHHBIM MpOrpaMMmbl IO
BUPTYaIU3aI1H.)
TexHuueckue cpencTBa 00ydeHus:
— Komnbrorepsl ¢ TUIIEH3MOHHBIM IPOTPaMMHBIM 00ecIiedeHHEM
— HMuTepakTuBHAsA AOCKa
— 6 MapuIpyTU3aTOPOB, 00IAAIOLIUX CIAEAYIOIIMMH XapaKTepUCTUKAMU:
* O3V He meHee 256 MO ¢ BO3MOXKHOCTBIO PACHIUPEHUS
* TI3V He menee 128 MO ¢ BO3MOXXHOCTBIO PACIIMPEHUS

* USB mnoprt: He MmeHee ogHoro ctanaapta USB 1.1



* Bctpoennbie cereBbie mopThl: He MeHee 2-x Ethernet ckopocTeio He MeHee

100M6/c.

* BHyTpenHue pa3bpEMbl sl YCTAHOBKU JOTIOTHUTEIBHBIX MOJIYJICH pacIIupEeHHUS:

He MeHee ABYX i Moayned AIM.

*  KOHCONBHBIA NOPT AJISI YIPABIEHUS MapIPyTU3aTOPOM 4Yepe3 MOPT CTaHAapTa

RS232.

* BcrpoenHoe nporpaMmMHoe obecrieueHue JOIKHO MOAIEPKUBATh CTATHIECKYIO U

JUHAMHYECKYIO MapIIpyTU3ALIUIO.

*  MapupyTuzatop [OOKEH NONACPKUBAaTh YIpaBICHHE Yepe3 JIOKAJIbHbII

MOCTIeIOBATENbHBIN MOPT U yAAIEHHO MO MPOTOKOIY telnet.

* Hmets cepTuduKaTH 0€30MACHOCTH H JIEKTPOMArHUTHON COBMECTUMOCTH:

» UL 60950, CAN/CSA C22.2 No. 60950, IEC 60950, EN 60950-1, AS/NZS

60950, EN300386, EN55024/CISPR24, EN50082-1, EN61000-6-2, FCC Part 15,

ICES-003 Class A, EN55022 Class A, CISPR22 Class A, AS/NZS 3548 Class A,

VCCI Class A, EN 300386, EN61000-3-3, EN61000-3-2, FIPS 140-2 Certification
— 6 KOMMYTaTOpPOB, 00JIAJAIOIIUX CIACAYIOIINMH XapaKTePUCTHKAMU:

* Kommyrtarop ¢ 24 nopramu Ethernet co ckopocthio He mMenee 100 M6/c u 2

noptamu Ethernet co ckopocTsio He Mmeree 1000M6/c

* B xoMMyTaTOpe A0JKEH MPUCYTCTBOBATH pa3béM 11 cBsa3H ¢ [1K mo untepdeticy

RS-232. [Ipu uconp30BaHUN HECTAHAPTHOTO Pa3béMa B KOMIUIEKTE JOJIKECH OBITH

COOTBETCTBYIOIIUHN Kabenb nian nepexoauuk a1 COM pazbéma.

* Ckopoctb kKoOMMyTanuu He MeHee 16Gbps

* I3V ne menee 32 M6

* O3V He menee 64M6

* MakcumanbHoe konnuectBo VLAN 255

* Jloctynubsie Homepa VLAN 4000

* Tlognepkka HMPOTOKOJIOB JAJIsi COBMECTHOTO MCIIOJIb30BAaHUs €IMHOro Habopa

VLAN Ha rpynne KoMMyTaTOpOB.

* Paszmep MTU 90006

* CkopocTb KOMMyTaluu i 64 6alTHBIX MakeToB 6.5*106 makeTos/c

* Pazmep Tabmuust MAC-anpecos: He menee 8000 3anuceit

*  Komuuectso rpynn ans IGMP tpaduxka ans npotokona IPv4 255

* KomnuectBo MAC-aapecoB B 3amucsx mis ciayx0sl QoS: 128 B oObruHOM

pexxume u 384 B pexxume QoS.



MUTaHUA);

*  KomnuectBo MAC-aapecoB B 3amucsX KOHTpOJsi noctyma: 384 B OObIYHOM
pexxume u 128 B pexxume QoS.

 KoMmyTarop JOKEH MOIJEPKUBATh  YIPABICHUE 4Yepe3  JIOKAJbHbIN
MOCIIe0BATEIBHBIN TIOPT, YAAIEHHOE yIIpaBiIeHue 1Mo mpoTokony Telnet, Ssh.

* B o0mactu B3auMOJEHCTBUS C APYTUMH CETEBBIMU YCTPOHCTBAMH, JHATHOCTHUKU
1 YTAJIEHHOTO YIPaBICHUS

« RFC 768 — UDP, RFC 783 — TFTP, RFC 791 — IP, RFC 792 — ICMP, RFC
793 — TCP, RFC 826 — ARP, RFC 854 — Telnet, RFC 951 - Bootstrap Protocol
(BOOTP), RFC 959 — FTP, RFC 1112 - IP Multicast and IGMP, RFC 1157 - SNMP
vl, RFC 1166 - IP Addresses, RFC 1256 - Internet Control Message Protocol (ICMP)
Router Discovery, RFC 1305 — NTP, RFC 1493 - Bridge MIB, RFC 1542 - BOOTP
extensions, RFC 1643 - Ethernet Interface MIB, RFC 1757 — RMON, RFC 1901 -
SNMP v2C, RFC 1902-1907 - SNMP v2, RFC 1981 - Maximum Transmission Unit
(MTU) Path Discovery IPv6, FRC 2068 — HTTP, RFC 2131 — DHCP, RFC 2138
— RADIUS, RFC 2233 - IF MIB v3, RFC 2373 - IPv6 Aggrega-table Addrs, RFC
2460 — IPv6, RFC 2461 - IPv6 Neighbor Discovery, RFC 2462 - IPv6
Autoconfiguration, RFC 2463 - ICMP IPv6, RFC 2474 - Differentiated Services
(DiffServ) Precedence, RFC 2597 - Assured Forwarding, RFC 2598 - Expedited
Forwarding, RFC 2571 - SNMP Management, RFC 3046 - DHCP Relay Agent
Information Option

« RFC 3376 - IGMP v3, RFC 3580 - 802.1X RADIUS.

* Hmerts cepTudukarsl 0€30MaCHOCTU U 3JIEKTPOMAarHUTHON COBMECTUMOCTH:

» UL 60950-1, Second Edition, CAN/CSA 22.2 No. 60950-1, Second Edition,
TUV/GS to EN 60950-1, Second Edition, CB to IEC 60950-1 Second Edition with
all country deviations, CE Marking, NOM (through partners and distributors), FCC
Part 15 Class A, EN 55022 Class A (CISPR22), EN 55024 (CISPR24), AS/NZS
CISPR22 Class A, CE, CNS13438 Class A, MIC, GOST, China EMC Certifications.

TeJIeKOMMYHUKAIIMOHHAsI CTOWKa (111accH, CeTeBOM (GUIBTpP, HCTOYHUKH OecriepeOoHOTO

2 6ecripoBoiHBIX MapuipyTtuzaropa Linksys (mpennmouturensno cepun EA 2700, 3500,

4500) nnu ananoruuselie ycrpoiictea SOHO

IP tenedons! oT 3 1mT.

HpOI‘paMMHO-aHHapaTHBIe IUTI03bI 0€30IaCHOCTH OT 2 IIIT.



- 1 xomnbloTep ans naboparopusix 3aHsaTuil ¢ OC Microsoft Windows Server, Linux u
CUCTeMaMHU BUPTYaIU3aluU

Crynus «IIpoeKTHpOBaHMS U TU3aliHA CeTEBBIX APXUTEKTYP U HH:KEHEPHOH rpadpukm»

- ABTOMaTH3MpOBaHHBIC paboune MecTa Ha 12-15 oOydaromuxcs ¢ koHpurypamueit: Core
13 wm aHanor, TMCKpeTHasl Buaeokapta, He menee 8GB O3V, onun wim naBa monutopa 23",
MBIIlIb, KJIABUATYPA;

— ABTOMaTH3UPOBAaHHOE paboyee MecTo mpemnonaaBarens ¢ koHpurypamueit: Core 15 umm
aHajor, AUCKpeTHas Bujaeokapra, He menee 8GB O3V, oaun wiu nBa MmoHuTopa 23", MbIlb,
KJIaBUATYpa;

- Crneunanu3upoBaHHasi )proHOMHUYHAs MeOenb AJis paboThl 32 KOMIIBIOTEPOM;

- Oducuerit MonbOepT (haumuapr);

- IIpoexTop u 3KpaH;

— MapxkepHas 10cKa;

- [Ipuntep A3, UBETHOI;

- HpOFpaMMHOG obecneueHue 061].161"0 n HpO(beCCI/IOHaJ'IBHOFO Ha3Ha4YCHUA.

4.2 UndopmanuonHoe odecriedeHne 00yueHust

[lepeueHp wucmonb3yeMblX yueOHbIX U3aHUM, VHTepHET-pecypcoB, JOMOJHUTEIHHON
JUTEPATypBl

OcHOBHbIE HCTOYHHMKH:

1. Hooxwiios E.O. Kommnerorepasie cetn.—M.: OUL] «Akanemus, 2018.

2. H.B. Makcumos, 1.U. TTonoB. KomnbroTepHbie ceTu [ neKTpoHHBIH pecypc]: yued. [TocoOue
-M.: ®OPYM: UH®PA-M 2017.

3. Iubpos M. B. KomnbroTepHble cetu 1 TenekoMMyHHUKauu. Yacts 1 Y4eOHUK U pakTUKyM
st CITO M.: FOpaiit 2017

4. lubpo M. B. KomnbroTepHble ceTH U TeleKOMMYHHMKaUU. YacTh 2 YyeOHUK U IPaKTUKYM
st CITO M.: FOpaiit 2017

JlonoTHUTeIbHBIH HCTOYHHUKH:

1. HoBoxwunos A.Il. Apxutexktypa 9BM u cucrem YuebHoe mocodue (BI1O) M.: FOpaiit 2017

2. MakcumoB H.B., N.U. TlonoB KommbtotepHsie cetn YueOHnoe nocooue M.: ®opym: HUILL
NHOPA-M 2017

3. Ky3un A.B. Komnbsiotepaslie cetu YuebHoe mocodoue M.: @opym 2016



4. I'BozmeBa B.A. OCHOBBI TIOCTPOEHHS aBTOMAaTH3UPOBAHHBIX HH(MOPMAIIMOHHBIX CHUCTEM
Yuebuux M.: ®opym 2018

5. MakcumoB H.B. ITonos N.1. KomnsioTepusie cetn Yuebnoe nmocodue M.: @opym 2011

HNHTepHET-pecypebl:
1. Bcee 0 KOMITBIOTEPHBIX CeTsIX Pexum JIOCTYTIA: http://www.sd-

company.su/sd_base_xp/jurnals/other_network.php

4.3 O0mue TpeOOBAHHUS K OPraHU3alUHM 00Pa30BATEJLHOIO NpoLecca

IIporpamma mpogeccuonanpHoro mMoayis IIM.01 BemmonHeHue paGoT MmO MPOEKTUPOBAHMIO
ceTeBoil MH(QpacTpykTypsl oOecneuuBaeTcs Yy4eOHO-METOIMYECKON JOKyMEHTalued II0 BCeM
MEXIUCIUIUIMHAPHBIM KypcaM.

Jnst ocBoeHUs] MPOGECCHOHATBHBIX KOMIIETCHIIMHA B paMKaxX Npo(ecCHOHAIBHOTO MOIYIIS
IOPEIYyCMOTPEHbl 3aHATHS B (opMe JIEeKUMH, NPaKTHUECKUX 3aHATHH, caMocTosATelbHas paboTa
CTYJEHTOB.

HToroBoii popmMoii KOHTPOJISI M OLEHKH PE3yJIbTaTOB OCBOCHUS MPOPECCHOHATHHOTO MOIYJIS
SBIISICTCS C/1avya KBATM(UKAITMOHHOTO IK3aMEHa.

VY4yeOHas npakTHKa MPOBOAUTHCSA KOHIIEHTPUPOBAHHO B JaOOPATOPHSIX U MOJIMIOHAX KOJUIEKA
COIJIaCHO paboyeil mporpaMMbl y4eOHOH MPaKTHKH.

[Ipon3BOACTBEHHAs MPAKTUKA TPOBOJUTCS KOHIIEHTPUPOBAHHO IIOCIIE OCBOCHUS BCEX Pa3/IENIOB
MOJ1yJIsl B OpraHU3aLUX, JeATEIbHOCTh KOTOPBIX COOTBETCTBYET MPO(UITIO MOATOTOBKH 00yUaIOIINXCS.
OO0s3aTenbHBIM YCIIOBHEM JOINyCKa K MPOU3BOJCTBEHHOW IMpakTHKE B paMKax MpoecCHOHATBLHOTIO
Moayssl «BeloHEeHHE paboT MO MPOEKTUPOBAHUIO CETEBOM MHQPACTPYKTYPhI» SIBISETCS OCBOCHHE
MEXIUCHUIUITMHAPHBIX KypcoB «KommbroTepHble ceTu» U «BpinoiaHeHne padboT Mo MpOoeKTUPOBAHUIO
ceTeBOW MHPPACTPYKTYpbI». ATTecTalus 0 UTOraM MPOU3BOACTBEHHOMN MPAaKTUKU MPOBOJUTHCS Ha
OCHOBaHUHU OTYETOB U JIHEBHUKOB IO IIPAKTUKE CTYAEHTOB M OT3BIBOB PYKOBOJIUTEJIEH INPAKTHUKHU.
Pe3ynbrarhl MpOX0XKACHUSA IPOU3BOJCTBEHHON IPAKTUKYU 110 MOJYJIIO YUUTHIBAIOTCS IIPU NIPOBEACHUN
rOCyJapCTBEHHOM aTTECTALNH.

[Ipu paboTe Hax KypcoBOil paboTOM (TPOEKTOM) 00YHaIOIIUMCS OKA3bIBAIOTCS KOHCYJIbTAIIUH.



5. KOHTPOJIb 1 OLHEHKA PE3YJIbTATOB OCBOEHUA TPO®ECCHUOHAJIBHOI'O
MOJIYJISI (BUJIA TPOPECCUOHAJIBHOM JEATEJIBHOCTH)

@opMBI 1 METOJIBI KOHTPOJIS U OLICHKH PE3yIbTaTOB 00yUEHHSI JOJDKHBI TIO3BOJIATH IPOBEPATH Y

00ydJaroumxcsi He TOJBKO C(HOPMHUPOBAHHOCTH MPOQPECCHOHAIBHBIX KOMIETEHIIMHA, HO M pPa3BUTHE

00X KOMITETEHIINI 1 00eCreYnBarOIINX UX YMEHHM

Koa m namMeHoBaHHne
npogeccHoHAIbHBIX U
001X KOMIIETEHIIN,
(popmupyembIX B pamMKax
MOYJIfl

Kpurepun oueHku

MeToabI OIEHKH

IIK 1.1. BeimmosHATE
MIPOCKTUPOBAHUE
KaOeTbHOU CTPYKTYpPHI
KOMITBIOTEPHOM CETH.

OrneHka «0TJINYHOY - TEXHUYECKOEe
3aJjaHie IPOAHATIM3UPOBAHO, AITOPUTM
pa3paboTaH, COOTBETCTBYET TEXHUUYCCKOMY
3aJJaHAIO0 U 0O()OPMIICH B COOTBETCTBHH CO
CTaH/IapTaMH, MTOSICHEHBI €r0 OCHOBHBIE
CTPYKTYPBIL.

OreHKa «XOpoIIO» -aITOPUTM
pa3zpaboTtas, 0pOpMIIEH B COOTBETCTBHH CO
CTaH/IapTaMU U COOTBETCTBYET 3aJaHUIO,
IIOSICHEHBI €0 OCHOBHBIE CTPYKTYPBIL.
OreHKa «y/10BJIETBOPUTEIBLHO) -
ITOPUTM pa3paboTaH U COOTBETCTBYET
3aJIaHuIo.

DK3aMeH/3a4eT B
dbopme cobece1oBaHMS:
MPAKTHYECKOE 3aJaHKE
O MOCTPOCHUIO
aIropuTM™Ma B
COOTBETCTBUHU C
TEXHHUYECKUM 33JJaHUEM

3amurTa OT4YETOB 10
NPaKTUIECKUM U
1a00paTOPHBIM
pabotam

IIK 1. 2. OcymecTBasaTh
BBIOODP TEXHOJIOTHH,
MHCTPYMEHTAIBbHBIX
CPEICTB U CPE/ICTB
BBIUUCIIUTENILHOM TEXHUKU
MIpU OpraHu3aluy nporecca
pa3paboTKu U
UCCIIEIOBaHUS OOBEKTOB
npodeccnoHanbHOM
JEeSITeTbHOCTH.

OmueHka «OTJINYHOY - TEXHUIECKOE
3aJJaHle IPOAHAIM3UPOBAHO, AITOPUTM
pa3paboTaH, COOTBETCTBYET TEXHUUECKOMY
3aJJaHUIO U O()OPMIIEH B COOTBETCTBHH CO
CTaHJapTaMu, IIOSACHECHBI €TI0 OCHOBHBIC
CTPYKTYpBHI.

OmeHka «XOpOIIO) -aITrOPUTM pa3padboTaH,
o(opmIIeH B COOTBETCTBUU CO
CTaH/apTaMH U COOTBETCTBYET 3aaHUIO,
MOSICHEHBI €r0 OCHOBHBIE CTPYKTYPHI.
OmueHka «yIZOBIETBOPUTEIFHOY - AITOPHTM
pa3paboTaH U COOTBETCTBYET 3a/IaHUIO.

DK3aMeH/3a4eT B
dbopme cobeceoBaHMUS:
MPAaKTHYECKOE 3aJaHHe
10 TIOCTPOCHUIO
aIropuT™Ma B
COOTBETCTBUH C
TEXHUUYECKUM 33aJaHUEM

3ammra OTYETOB 110
MPAKTHYECKUM U




1a60paTOPHBIM
pabotam

IIK 1. 3. ObGecnieunBath
3anuTy HH(OPMAIHH B
CETH C MCIOJIb30BaHUEM
MIPOrPaMMHO-AITAPATHBIX
CPE/ICTB.

O11eHKa «OTJIMYHOY - TEXHUIECKOE
3ajJ[aHue IPOAHAIN3UPOBAHO, AITOPUTM
pa3paboTaH, COOTBETCTBYET TEXHUIECKOMY
3a71aHuI0 U 0(hOPMIICH B COOTBETCTBUH CO
CTaHapTaMH, MOSICHEHBI €r0 OCHOBHBIE
CTPYKTYPBIL.

O1eHKa «XOPOIIOY» -AITOPUTM Pa3paboTaH,
0(OpMIICH B COOTBETCTBUU CO
CTaH/JapTaMH U COOTBETCTBYET 3aIaHUIO,
IIOSCHEHBI €T0 OCHOBHBIE CTPYKTYPBI.
O1eHKa «YI0BJICTBOPUTEIIBHOY - AJITOPUTM
pa3paboTaH U COOTBETCTBYET 33 JaHUIO.

DK3aMeH/3a4eT B
dbopme cobece1oBaHMS:
MPAKTHYECKOE 3aJaHKE
10 TIOCTPOCHHIO
IropuTM™Ma B
COOTBETCTBUHU C
TEXHHUYECKUM 33J]aHUEM

3aimuTa OT4YeTOB O
MPAKTHYCCKUM U
1a00paTOPHBIM
paboram

IIK 1. 4. TIpunumats
y4acTHE B IPUEMO-
C/IAaTOYHBIX UCIBITAHUAX
KOMIIBIOTEPHBIX CETEN U
CeTeBOro 000pyA0BaHUS
Pa3IMYHOTO YPOBHS U B
OLIEHKE KauecTBa U
SKOHOMUYECKOU

3¢ PexTUBHOCTU CETEBOU
TOIOJIOTUH.

OrneHka «OTJIMYHOY - TEXHHYECKOe
3aJJaHie IPOAHATM3UPOBAHO, AJITTOPUTM
pa3paboTaH, COOTBETCTBYET TEXHHUYECKOMY
3aJJaHAIO0 U 0()OPMIIEH B COOTBETCTBHH CO
CTaH/IapTaMH, MOSICHEHBI €r0 OCHOBHBIE
CTPYKTYPBIL.

OreHKa «X0pOoIII0Y -alTOPUTM pazpadboTaH,
o¢opMJIIEH B COOTBETCTBUU CO
CTaHJIapTaMH U COOTBETCTBYET 3aJaHHUIO,
IIOSICHEHBI €0 OCHOBHBIE CTPYKTYPBIL.
OrneHka «yI0BIETBOPUTEIHHOY - AITOPUTM
pa3paboTaH U COOTBETCTBYET 3a/IaHUIO.

DK3aMeH/3a4eT B
dbopme cobece10BaHMS:
MPAKTHYECKOE 3aaHHE
0 MOCTPOCHUIO
aIropuTM™Ma B
COOTBETCTBUHU C
TEXHHUYECKUM 33JJaHUEM

3amura OT4ETOB 110
NPaKTUIECKUM U
1a00paTOPHBIM
pabotam




[IK 1. 5. Beimonansate
TpeOOBaHUSI HOPMATUBHO-
TEXHUYECKON
JOKYMEHTAIH, UMETh
OTIBIT OPOPMIICHHS
IIPOEKTHOM JTOKyMEHTALUH.

O1ieHKa «OTJIMYHOY - TEXHUYECKOE
3a/1aHKe IPOAHATM3UPOBAHO, AJITOPUTM
pa3paboTaH, COOTBETCTBYET TEXHUUYECKOMY
3a1aHHI0 1 0)OPMIICH B COOTBETCTBUH CO
cTanapramMu, HOSICHCHBI €TI0 OCHOBHBIC
CTPYKTYPBL.

O1neHKa «XOpOIIOY -aJTOPUTM pa3padoTaH,
0(OpMIICH B COOTBETCTBUU CO
CTaHJapTaMH M COOTBETCTBYET 3aJaHUIO,
IOSCHEHBI €T0 OCHOBHBIE CTPYKTYPHI.

DK3aMeH/3a4eT B
dbopme cobecenoBaHus:
NPaKTUYECKOE 3a/IaHKE
10 TTOCTPOCHHIO
QITOpUTMA B
COOTBETCTBUH C
TEXHUYCCKUM 3aJJaHHUEM

3aH_[I/ITa OTYECTOB 110
IMMPAKTUYCCKUM U

O1eHKa «YIOBJIETBOPUTEIILHOY - AJITOPHTM | JIAOOPATOPHBIM
pa3paboTaH U COOTBETCTBYET 3aJIaHUIO. pabotam
000CHOBaHHOCTb MTOCTAHOBKH 1EJIN
OK 01. Beibupats criocoOb1 ’
BBIOOpA M TPUMEHEHHSI METOIOB U
pelieHus 3aaa4
. CIOCco00B penieHus MPOPECCHOHATBHBIX
npoeCCHOHATLHON
3ajad;
JeATSILHOCTH,
- aJIcKBaTHAs OLIEHKA U CAMOOIICHKA
MPUMEHUTEIIHHO K
3((eKTUBHOCTH U KaUEeCTBA BBINONHEHH | MHTepnpeTanus
Pa3IUYHBIM KOHTEKCTaM.
poeCCHOHAIILHBIX 3a]1a4 PE3yIBTaTOB
OIT 02.0Ocy1iecTBasATh HaOJI0IeHuH 3a
- UCTIOJIb30BAHUE PA3IUYHBIX UCTOUYHHKOB,
MIOWCK, aHAJTN3 U JeATeILHOCTBIO

WHTEPIPETAIHIO
uHpopManuu, HeoOX0MMOi
JUTSL BBITIOJTHEHHMS 33149
npodeccnoHanbHOM
JeSITeTbHOCTH.

BKJIKOYAs JIEKTPOHHBIE PECYPCHI,
Meauapecypcebl, IHTepHeT-pecypcehl,
MEPUOINYECKUE U3JaHUS 110
CHEIUATLHOCTH JIJIsl PEIICHUS
npodeccnoHaNbHBIX 3a7a4

oOyyarormerocs B
polecce OCBOCHUS
o0OpazoBatenbHON
POTPaMMBI

OK 03. ITnanupoBars u
peann30BbIBaTh COOCTBEHHOE
npo¢eccuOHATIbHOE U
JMYHOCTHOE Pa3BHUTHE.

- IGMOHCTpAIINsl OTBETCTBEHHOCTH 32
MIPUHSATHIE PEIICHUS

- 000CHOBaHHOCTH CaMOAHAIIN3a 1
KOPPEKIHS pe3ylIbTaTOB COOCTBEHHOMN
paboThI;

HaGmronenue u
OIlCHKA Ha
MPAKTHYECKHUX
3QHSITHSIX, TIPU
BBIMIOJTHEHUH PaboT

OK 04. PaboraTh B
KOJIJICKTHBE U KOMaH/IE,

3¢ heKTUBHO
B3aMMO/IEHCTBOBATh C
KOJIJIETaMH, PYKOBOJICTBOM,
KJIUCHTaMHU.

- B3aUMO/IEHCTBUE C 00yJarOIUMHUCH,
IpernoiaBaTeNsiMi U MacTepaMHy B X0/1e
00y4eHus1, C pyKOBOAUTEISIMU Y4eOHOU U
MIPOU3BO/ICTBEHHOM MPaKTHK;

- 000CHOBaHHOCTh aHaJIN3a PabOThI YWIEHOB
KOMaH/1bl (TOAYMHEHHBIX)

1o y4eOHOM U
MIPOU3BOACTBEHHOMN
MpaKTHKaM

DK3aMeH
KBaJTU(DUKAIIMOHHBIN

OK 05. OcyiecTBasiTh
YCTHYIO ¥ TUCHMEHHYIO
KOMMYHHUKAIUIO Ha
TOCYJapCTBEHHOM SI3BIKE C
y4eToM 0coOeHHOCTEN

-TPaMOTHOCTh YCTHOM M MMCbMEHHOH peuHu,
- ICHOCTB (POPMYJIMPOBAHUS U U3TIOKECHUS
MBICIIEN




COLIMAJILHOTO U KYJIbTYPHOTO
KOHTEKCTA.

OK 06. IlposBiTH
Ipa)xTaHCKO-
MaTPUOTHYECKYIO TIO3UIIHIO,
JIEMOHCTPHPOBATH
OCO3HAHHOE ITOBEJCHHE Ha
OCHOBE O0IICYEIIOBCUCCKUX
[IEHHOCTEH.

- cOOJII0/IEHUE HOPM TTOBEACHHSI BO BpeMsl
y4eOHBIX 3aHATUH U IPOXOKICHHS
y4eOHOI U IPON3BOACTBEHHOMN MPAKTUK,

OK 07. CoxnelicTBOBaTHL
COXPAHEHHUIO OKPYXKAIOICH
Cpelbl,
pecypcocOepeKeHuIo,

3¢ PeKTUBHO NEHCTBOBATH B
YpE3BBIYANHBIX CHTYAIIHSIX.

- 3(bpexTuBHOCTD BBIONMHEHUS npaBui Th
BO BpeMsl YUeOHBIX 3aHATHH, TPH
MPOXOXKJICHUN y4eOHOU U
MIPOU3BOJICTBEHHOH MPAKTHK;

- 3HaHUE U UCTIOJIH30BAHUE
pecypcocOeperarImx TeXHOJIOTHI B
00J1aCTH TEIEKOMMYHUKaLUN

OK 08. Ucnonb3oBath
cpencTBa PU3MUECKOM
KYJIbTYPBI JJIsl COXPAaHEHUS U
YKPETUICHUS 3/I0POBBS B
mporecce
npodeccnoHaTEHOM
JEeSITeIbHOCTH U
MOJIJIepIKaHUE
HE00XOIMMOT0 YPOBHS
¢buzngeckoi
MIOITOTOBJICHHOCTH.

- 3¢ exTUBHO HCIIONTB30BaTH CPENICTBA
(bU3MUECKOI KYJIBTYpPBI Ul COXPAHSHHS
YKPEIUICHHUS 310POBbs B IIPOLIECCE
npodeccCHOHATEHOM IEATEIIEHOCTH U
NoJ/IepXKaHnue HE0OXOJMMOTO YPOBHS
(U3NYECKOil MOATOTOBICHHOCTH. ;

OK 09. Mcnonb3oBaTh
nH(pOpMaIUOHHBIE
TEXHOJIOTUH B
npo¢ecCuOHAITBHON
JeSITENIbHOCTH.

- 3¢(eKTUBHOCTH HCITOJIb30BAHHS
MH(POPMaIMOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTHI B MpodeccroHaIbHON
NesITeIbHOCTH COTJIACHO (POPMUPYEMBIM
YMEHHSM U [10JIy4aeMOMY MTPaKTUYECKOMY
OIIBITY;

OK 10. ITons3oBarbest
npodeccnoHanbHOM
JTOKYMEHTalMen Ha
roCy/IapCTBEHHOM U
WHOCTPAHHOM SI3BIKE.

- 9(peKTUBHOCTH HCTIOIB30BAHUS B
npodeccnoHaNbHOMN 1eATeNbHOCTH
HEOOXOIMMOM TEXHUYECKOM
JOKYMEHTAIlM1, B TOM YHCJIE Ha
AHTJIUHICKOM SI3BIKE.

OK.11. IInanuposats
MPEIIPUHIMATETHCKYIO
JeSTeIbHOCTD B
npodeccuonanbHOM chepe

- 3¢(eKTUBHO IIAHUPOBATh
MPEIIPUHIMATENBCKYIO IeATEIIEHOCTD B
npodeccruoHaIbHOM cdepe mpu
MPOBEICHUH paboT MO KOHCTPYHPOBAHUIO
CeTeBOM MH(PPACTPYKTYPHI
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