COlrNTACOBAHO:
[ nasHBIf 3KCOEPT

A.H. Becuunos

COIr'JTACOBAHO:

HuaycTpHansHsii napTHep

AO «HayuHo-Reciea0BaTeIbCKHH H STHTYT «BexTop»,

IAMECTHTENE IR ;}l‘l,p | cm'aé‘l;nm HHpOPMALIHH

] / LL J1.B. Marsnukmii
/M

L4l

KOHKYPCHOE 3AJIAHN!

KOMIIETEHIIHA

«VMHOOPMAIIMOHHAA
BbE3OIIACHOCTDb»

2023



KonkypcHoe 3aganue pa3paboTaHO 3KCIEPTHBIM COOOIIECTBOM U YTBEPKICHO
MeHemxepoM KOMIETEHIIUHU, B KOTOPOM YCTaHOBJICHBI HUXKECIEAYIOUIME MpaBuiia U
HEe00X0IUMbIe TPeOOBaHUS BiIaACHUs MPOPECCUOHATBHBIMU HABBIKAMM JJISl YYACTHS B

COpPEBHOBAHMSIX 1O MPO(dheCcCUOHATEHOMY MaCTEPCTRY.



KonkypcHoe 3ajaHue BKJIIOYaeT B ce0sl CJIeyIOLHe Pa3ielibl:

1. OCHOBHBIE TPEOOBAHUS KOMIIETCHIIHH .....ceeeuvvrreinrreeesnnreesaureessassneesnsseessnsseessseessnes 3
1.1. O6mue cBeeHUs 0 TPEOOBAHUAX KOMITETCHIIH ... vveeuvveesereessresssresssseesssnesssnessnenss 3
1.2. Ilepeuenb npodeccCHOHANIBHBIX 3a7a4 CIIENHUATUCTa IO KOMIIETEHIINH

«MHDOPMAITOHHAST OE30TTACHOCTD)) .....veeuveertrisureasreesseesseessreasseesseessesssnesnseanseessessnnesnnens 3
1.3. TPeOOBAHMS K CXEME OIICHKH ..veeeruvrresvreessssrerssssesssssessssseessssseessnssesssnsssessnseessnnes 5
1.4, CrneuruKaIus OMEHKH KOMITETCHITHH ..vcovvvresvreeesssressssseessssseessnssesssnssesssseessnnes 5
1.5.2. CtpykTypa MOoayJieii KOHKYPCHOTO 3aJaHusl (MHBAPUAHT/BAPUATHUB) ................ 7
1.5.2.1. CTpykTypa MOJyJIel KOHKYPCHOTO 3aAaHUS (MHBAPHAHT) ...vvvervreresireresvneenns 7
1.5.2.2. CTpykTypa MOJyJIel KOHKYPCHOTO 3aAaHUS (BAPHAHT) ..eeervvvreevreeesireeeseneenns 8
2. CIIEHHUAJIBHBIE ITPABUJIA KOMIIETEHIUU ........coooviiiiiiiiieieeeee 9
2.1. JINIHBIA HHCTPYMEHT KOHKYPCAHTA . vvveeerrreeessrrresssseesssssensssssnssssssessssssssssseesssssnes 10
R I 00070 (0 X< 5 1 6 (OO PUTRPRP 10



1. OcHoBHBIE TPeOOBAHUS KOMIIETEHIIUN

1.1. O6uue cBeieHNs 0 TPEOOBAHUAX KOMIETEHIIMHU

Tpebopanus kommereHuun (TK) «MuHpopmanmonHnas  6e30MacHOCTH
ONPEENSIOT 3HAHUSI, YMEHUS, HaBbIKK U TPYAOBbIe (DYHKIIMH, KOTOPHIC JIEKAT B
OCHOBE Han0oJIee aKTyaJbHBIX TPEOOBaHMI pabOTOaATENCH OTPACIIH.

[lenpi0 COpeBHOBaHMWI MO KOMIIETEHIMU SIBJISETCS JEMOHCTpalUsl JIyYIIHUX
IPAKTHUK U BBICOKOTO YPOBHS BBIMOJIHEHHS pabOTHI MO COOTBETCTBYIOIIECH paboueii
CHEIMATLHOCTU WM MPOdeccuu.

TpeboBaHusi KOMIETEHUMHU SIBISAIOTCA PYKOBOJACTBOM JJIsl IOJATOTOBKHU
KOHKYPEHTOCIOCOOHBIX, BBICOKOKBAIU(UIMPOBAHHBIX CHEHUAINCTOB / padoOyux H
y4acTusi X B KOHKypcax Npo¢ecCUOHaIbHOIO MAaCTEPCTRA.

B copeBHOBaHHUSAX MO KOMIIETEHIIMM MPOBEpKa 3HAHUM, YMEHUM, HaBBIKOB U
TPYAOBBIX  (PYHKIMHA  OCYIIECTBISETCS TOCPEACTBOM  OIEHKA  BBITOJHEHHS
IPAKTUYECKON pabOThI.

TpeboBanusi KOMIETEHIIMU pa3AelieHbl Ha YETKUE pa3fefibl ¢ HOMEpPaMH U
3arojIOBKaMu, KaXXAOMy pa3/ieldy Ha3HaueH MPOLEHT OTHOCUTEIbHOM Ba)KHOCTH,

cymMMma KoTopheix coctasisieT 100.

1.2. Ilepeyenb npodecCHOHAJIBHBIX 33124 CHENHAJINCTA N0 KOMIIETCHINH

«MndopmannonHas 0€30MaCHOCTH

Tabauya Nel

Ilepeyenn npodeccHOHATBHBIX 32/1a4 CHEIHATHCTA

OPT'AHU3ALMSA ITPOECCUOHAJIBHOM JEATEJILHOCTH 20

CrieraicT T0JDKEeH 3HAaTh U IOHUMATh

*  METOJBI INTAHUPOBAHUS CBOEH paboTEHI;

*  METOJBI ICKOMIIO3UIINH U TIPHOPUTH3AIINH ITOCTABICHHBIX 3a/1aY;

1 *  BaXHOCTPH IIPOBEPKH BHIITOJIHEHHOH PabOTHI B KaXK/IOM €€ acIieKTe;

e MeToabl 3G (HEeKTUBHON pabOTHI B COCTABE KOMaHIbI;

*  METOJBI IGMOHCTPAINH U PE3EHTAIMN MaTepHaa,;

* COBpPEMEHHBIC TEHJICHIMM B 00JacTM WH(OPMALMOHHBIX TEXHOJOTMH M B MOAXOAAX K
noctpoenuto UT-unppacTpyKTypsI;

*  OTpacyieBble CTAHAAPTHI M CUCTEMBI MPOECCHOHANBHBIX CepTHUKALNT;




* CTaHmapThl MPOo(ecCHOHATLHON KOMMYHHUKAIIMM TIpH paboTe B CHCTEMax IOMIEPIKKH
M0JIb30BAaTEJICH;

Crnenmanuct 10KEH yMeTh

* paspabaTelBaTh JAOKYMEHTALMIO K CYIIECTBYIOLIEH MM HMPOEKTHPYeMOil MH(OpManMOHHOH
CTPYKTYypE IPEIIPHUSITHUS;

* ($opMHpPOBaTh KOPPEKTHBIE, OTBEYAIOLINE TPEOOBAHUSIM U OTPAaHUYEHHSIM, PEKOMEH AU Ha
OCHOBE 3aIIpOCOB U NOTPEOHOCTEH 3aKa3uuKa;

* BbICTpauBaTh 3()(HEeKTHBHOE MUCEMEHHOE W YCTHOE OOILIEHHWE Ha PYCCKOM M aHTJIMHCKOM
SI3BIKE;

* TPUMEHSTH AHAIUTHYECKUE HABBIKHM JUIS JMArHOCTUKW W YCTPAaHEHUS HEHCHpPaBHOCTEH B
paboTe HHPOPMATMOHHBIX CHCTEM U CETEH;

* TOYHO OIMCHIBATh HHIMACHT U JOKYMEHTHPOBATh PEIICHHUE TPOOIEMBI;

*  OCYHIECTBIATH MOWUCK MH(POPMAIMH B OTKPBHITBIX MCTOYHHKAX M PabOTATh C TEXHHUYECKOH
JOKYMEHTaLuel;

* (opmupoBaTh 6a3y 3HAHMIA;

SKCIUIYATAIMA, COITPOBOXJEHUME 11 HAZI30P 20

CnenmanucT I0DKeH 3HATh M TOHUMATh

» Cucremsl ynpaBieHUs YICTHBIMU JaHHBIMH MOJIb30BaTENeH

* IlpuHumnel HGOPMAIIMOHHOW 0E30MaCHOCTH, HCIOIB3YEMBbIE ISl YIPABICHUS! PUCKAMU NIPU
UCIIONIb30BaHUHU, 00paboTKe, XpaHEHUH U Iepeiaue TaHHBIX

o [IpuHUMNBI yIpaBICHUS KU3HEHHBIM IIMKJIOM HHPOPMAIIMOHHBIX CHCTEM

o llenu u 3agaun opraHu3aly B 00J1acTH MHOOPMALIMOHHBIX TEXHOJIOTHIl

* Cucrembl XpaHEHHs KIFOYEH sl MOAEPKKH IU(PPOBaHHS JaHHBIX

* Cpezcrsa yIpaBieHHsl, CBI3aHHbIE C UCIIOJIb30BaHUEM, 00PaOOTKOMN, XpaHEHHEM U Iiepeaueii
JIAHHBIX

Cnenmanuct 10JKEH yMeTh

* AHanmu3upoBaTh U pa3pabaThIBaTh MPOLEAYPHl WHTETPALUH, TECTUPOBAHUS, SKCILTyaTallUH,
COIIPOBOXKICHHUS MEXaHU3MOB 0€30ITaCHOCTH HH(POPMAIIMOHHBIX CHCTEM.

*  VYmpaBisaTh 6€30MAaCHOCTHIO TENEKOMMYHHKAIIHOHHBIX PECYPCOB OpTaHH3aLNH

* PaboraTh c cucTeMaMu yNpaBICHUS] KPUITO-KITIOYaMHU

» IlpoBoauTh OLICHKY IH3aliHa pelIeHHH 110 00eceYeH!I0 Oe301aCHOCTH

3AIMTA UHOOPMAILIMOHHON MHOPACTPYKTYPHI 30

Crneuuanuct 10JDKeH 3HATh ¥ TIOHUMATh

*  Peammzanuu (aijoBbIX CHCTEM

* Cucremnsie ¢aiinbl (HanpuMep, Gaiiiabl xxypHana, Gainsl peectpa, daiiibl KOHGUTypaLnm)
KOTOpBIE COJIEPKaT COOTBETCTBYIOIIYIO HHPOPMAIIMIO U UX MECTOIOJIOKECHHUE

* KoHuenuuu apXUTEKTyphl CETEBOH OE€30MacHOCTH, BKIIOYAs TOIOJIOTHIO, IPOTOKOJBI,
KOMITOHEHTBI ¥ ITPUHIIMIIBI UX B3aUMO/ICHCTBUS

* OrtpacneBble CTaHIAPTHBI B OOJNAacTH aHAlINW3a, METOAOB M MHCTPYMEHTOB JUIS BBISBICHHS
YS3BUMOCTEN

» Kareropuy HHINAECHTOB, METOJIB pearupoBaHus 1 00paboTKH

* Pa3paboTka KOHTpMEp [UIS BBISBICHUS YTPO3 O€30M1aCHOCTH.

» Tlogxompl K peayin3alvy ayTeHTU(HUKALNH, aBTOPH3ALNH U yUeTa

Cnenmanuct 10JKeH yMeTh

* Hcronb3oBaTh aHHBIE, COOpaHHBIE C MOMOIIBIO PA3IMYHBIX MHCTPYMEHTOB KHOEP3allUThI
(mampumep, omoBemieHus: IDS, MexceTeBble dKpaHBI, XKYpPHAIBI CETEBOrO Tpaduka), s
aHanM3a COOBITHI, NPOUCXONAIMX B HHPOPMAIMOHHOW HWHQPACTPyKType, C ILEJbI0
YMEHBIICHHUS KOJIMUECTBa MIOTEHIIMAIbHBIX HHIUJICHTOB.

* TecrupoBaTh, BHEIPSTb, pa3BEpPTHIBATH, IMOAJCPKUBATH W YIPABJISATH aNllapaTHBIM U
MPOrpaMMHBIM 00ecriedeHHeM B paMKax HH(QOpMaLMOHHOM HHPACTPYKTYphl OpraHU3alnu

* PaccienoBarh, aHamM3MpOBaTh W pearnpoBaTh Ha HMHIUJICHTH WH(pOpMannOHHOMN
0€3011acHOCTH B CETEBOH cpeie

* BBIIONHATH OLEHKY KOHQUIypanuu 3JI€MEHTOB HH(GOPMAIMOHHOW WH(PACTPyKTypHl H
OTIPEIETISITh, HACKOJIBKO JTaHHAs! KOH(UTypanus OTKIOHSETCS OT MPUEMIIEMOH, OTIpeaeIeHHOM
JIOKJILHOM TTOJIMTUKON 0€3011aCHOCTH

AHAJIN3 3AIIMIITEHHOCTHU 30

Creunanuct JOHKEeH 3HaTh U TOHUMATh

* Kro sBisieTcs 00beKTaMU ¥ CYyOBEKTaMHU YIpo3 HH(POPMAITMOHHON 0€30I1acHOCTH

*  MeToapl M MPUEMBI, UCTIONB3YEMBIC JJIsI OOHAPYKEHUS Pa3INIHBIX BHIIOB YA3BUMOCTEH
e Mertoapl U cpeacTBa cOopa MHPOPMAITUH U €€ XPAHCHHS

e VCTOYHHMKH pacnpoCTpaHeHUss HHPOPMAIIUU 00 ySI3BUMOCTSIX

e Crparerus UCIONIb30BaHNSI HHCTPYMEHTOB JIJISl IIOMCKA YSI3BUMOCTEH

e TexHuKM NOJydeHUs] HECAHKITMOHUPOBAHHOTO JIOCTYIIA




*  MeToap! IPOTHOZUPOBAHUS U / HITH SMYJISIIIAN YTPO3
» [IpuMepsl HCIIOTB30BAHNS CHCTEMHBIX apTe(aKTOB B KOMITBIOTEPHOW KPIMHUHAINCTHKE

CrenasiucT JOJDKEH yMETh

e PaspabarbiBaTh HHIUKATOPHI yrpo3 HHYOPMAIMOHHOW OE30TMACHOCTH IS TOAICPKAHUS
OCBEIIOMJICHHOCTH O COCTOSTHHH HH(OPMALMOHHONW HHPPACTPYKTYPHI

* Cobupare, 00pabaTbiBaTh, aHaJM3UPOBaTh W  PacIpOCTPaHATH  OLEHKH  YIrpo3
nH}pOpMaMOHHOH 6€30aCHOCTH

*  BbUIBIATh YA3BUMOCTH B HH(GOPMAIMOHHBIX CHCTEMaX H/UIH 3JEMEHTaX HHPOPMAIHOHHOI
nH}ppacTpyKTypHI

* Hcnonb30BaTh aBTOPH30BAHHBIC PECYPCHl M AHATUTHYSCKHE METOMBI ISl TIPOHUKHOBCHUS B
L[eTIeBIC CETH W/MJIH CHCTEMBI

* AHanM3UpOBATh JaHHBIE W3 OJHOTO WJIM HECKOJBKHX HCTOYHHKOB IUIS IUIAaHUPOBAHUS
MEpONPHATHI 10 pearnpOBaHMIO HA HHIMICHTHI HH(POPMAIMOHHOH 0€301aCHOCTH

1.3. TpeOoBaHus K cXeMe OLIEHKH

CyMmma 06amioB, NPUCYKIAEMbIX MO KaXJOMY acleKTy, JI0JbKHA IOMajaTh B
nuamna3oH  0ajuioB, OMpEeAENeHHBIX JJIA KaXKIOro paszieiia  KOMIICTEHIINH,

0003HaYEHHBIX B TPEOOBAHUAX U YKa3aHHBIX B TaOimiie No2.

Tabnuya Ne2

Mannua nmepecuera TpCﬁOBaHHﬁ KOMIICTCHIUN B KPUTCPUH OIICHKH

HToro 60aJ110B 32

v pasgenr
Kpurepuii/Moayab TPEEOBAHMIi
KOMIIETEHIIUA
b B r
Pa3zgennl . 6 2 2
TPEBOBAHUMA 8 4 2 6 20
KOMIIETEHIIUA 16 0 6 8 30
0 14 10 6 30
34 24 20 22
100

1.4. Cnenupuranus OHeHKH KOMIIETEHINH

Onenka KonkypcHoro 3aianust 0y/1eT OCHOBBIBATHCS HA KPUTEPHUSIX, YKA3AHHBIX

B Ta0me Ne3:

Tabnuya Ne3
OuneHka KOHKYPCHOIO 3a/IaHUs
Kputepnii MeToauka NpOBepPKH HABBIKOB B KPUTEPHH
3amura KopmopaTuBHoOM | OreHHUBAaeTCs KOPPEKTHAsI MHTErpalus U HACTPOHKA CPEACTB
HUT-undpacrpykryphbl IPOTPaMMHOM 3aIUTHI, CO3aHHBIE TIOJIUTUKU, OTUET




PaCCJ'leIIOBaHI/le OI_IeHI/IBaeTCH KOJIMYCCTBO pPACCICAOBAHHBIX WHIHUJICHTOB U

HUHIUIEHTOB MIOJTHOTA OIMCAHUS UCIIOIb3YEMbIX METO/IOB.

HH(OPMALITOHHOM

0e30macHOCTH

Ayaur uHpopManmuoHHO# | OueHWBacTCS yMEHHE HAXOAWTh M JKCIUTyaTHPOBATh

CHCTEMBI UMEIOILHUECS YSI3BUMOCTH B CETSIX U CUCTEMAX

IIpoakTUBHBIH aHAIN3 OrneHnBaeTcsi KOPPEKTHOCTh aHAIM3a MOJIYYEHHBIX JaHHBIX,
JUKBUAAUMN pPE3yJlbTaTOB aTakl W pEeKOMEeHAalui ams
3aIUTHI.

1.5. KoHKypcHoOe 3a1aHue
Oom1ast mpoaospKuTeNnbHOCT, KoHKypcHOTO 3amanust: 16 gacos (CI10).
KosnnuecTBO KOHKYPCHBIX JHEU: 3 JHSA
Bne 3aBucuMocTu ot KonmuectBa Moaysiei, K3 mTomKHO BKIHOYATh OLEHKY IO
KaXKJIOMY M3 pa3/ieJIoB TPeOOBaHUN KOMIIETEHIINH.
OueHka 3HaHWWA YyYacTHUKA JIOJDKHA TPOBOJMTHCS Yepe3 MPAKTUUYECKOE
BbinoiHeHne KonkypcHoro 3aganus. B nonoiaHeHne MOTyT yUUThIBAThCS TPEOOBAHUS

paboTonarenei i MPOBEPKHU TEOPETUUECKUX 3HAHUM / OLICHKU KBAJTU(PUKALIIN.

1.5.1. Pa3pa0oTka/BbIOOpP KOHKYpPCHOro 3ananusi (ccbuika Ha fAnaekc luck c
mMaTpuileii, 3anmojiHenHoii B Excel)

KonkypcHoe 3amanue coctoutr u3 4 MOyJeH, BKIIOYAET O00S3aTEeNbHYI0 K
BBITIOJTHCHHIO YacTh (MHBApUAHT) — 2 MOJYJICH, M BAPHATUBHYIO YacTh — 2 MOIYJICH.
OO6m1ee KOaUYeCTBO OANIOB KOHKYPCHOTO 3aAaHus coctaiisieT 100.

OO0si3arenbHass K BBIMOJHEHWIO YacTh (MHBApUAHT) BBHITIOJNHAETCS BCEMU
peruoHaMu 0e3 UCKJIIOYEHHS Ha BCEX YPOBHSIX YEMITHOHATOB.

KonuyectBo Mmopyneii W3 BapuaTUBHOWM 4YacTH, BBIOMpAETCs PETrHOHOM
CaMOCTOSITEIbHO B 3aBHCUMOCTHM OT MAaT€pPUAJbHBIX BO3MOKHOCTEH IUIOMIAIKU
COpPEBHOBaHMM U TOTpeOHOCTEW paboTojareneld peruoHa B COOTBETCTBYIOIIMX
crienuairMcTax. B ciaydae ecny HU OJIMH U3 MOJTyJIe BapUaTUBHOM YaCTH HE MOJIXOAUT
noJ 3ampoc padboTojaTessi KOHKPETHOTO PeruoHa, TO BapUaTUBHBIN (€) Moaynb (1)
bopMHpYETCS PETMOHOM CaMOCTOATENBbHO TOJ 3ampoc pabortoxarens. [Ipu 3Tom,
BpEMs Ha BBITIOJIHEHHE MOJYJIs (€i) M KOJMMYEeCTBO OA/IOB B KPUTEPHUSX OIICHKHU IO

ACIICKTaM HC MCHAIOTCA.



Tabnuya No4
MaTtpuia KOHKYPCHOI0 3aJaHu sl

O6obmenraz Tpynosas HopmartusHb1i
TpyAoBas (br;}ll{lllmnﬂ I[OKI;MGHT AVH Monyns | Koncranra/Bapuatus | JI | KO
byHKIUS

1 2 3 4 5 6 7

WHCTpYKIHS 10 3aITOJTHEHUIO MaTPHUIlbl KOHKYpcHOTO 3aianus (Ilpunoskenue Ne 1)
1.5.2. Crpykrypa MoayJieii KOHKYPCHOI'O 3aaHNsl (MHBAPUAHT/BaAPUATHB)

1.5.2.1. CtpykTypa MoayJieil KOHKYPCHOT0 3ajaHusl (MHBAPUAHT)

Moayab A. 3amura kopnopatuBHoii UT-undpacrpykrypbi
Bpems na eévinonnenue mooyns 6 4acos.
3apanusa: Komnanus OOO «b» nenernpoBania Bam npaBa 1j1s1 opranuzamnuu
3aIUIICHHON MH(PACTPYKTYphl MPEANPUATHS B YCIOBUSAX UMIIOPTO3aMEUICHUS Ha
6a3e mporpaMmHo-arapaTHeiX KoMiiekcoB koMmanuu AO «MHpoTrKCy.
Jupektop aenapramenta wuHbopMmanmonHoi Oe3omacHocTn OO0  «Mby»
npenocTaBuil Bam corimacoBaHHYIO TOMOJIOTHIO CETH OPraHU3alMM UM TEXHUYECKOE
3aIaHuE JJIsl pealiu3aly BHEAPEHUS TPOrpaMMHO-aNNapaTHbIX KOMIUIEKCOB.
Bam Heo0X01MMO BHEAPUTH B UCIOJIB30BAHUE CIAEAYIOIINE OOBEKTHI:
. YcraHoBuTh M HactpoutThb llentp ympaBnenus cerbto (nmainee LYC) u Cepsep
VY nocroBepsromumii kiroueBoit neHtp (nanee YKII) Ha BUpTyanbHYIO MalluHy.
. YcranoButh 1 HacTpouTh Knuent L{YC u Knmnent YKL Ha BupTyanbHyro MamuvHy.
. YCTaHOBHTbH U HACTPOMTH KIIMEHTOB HA BUPTYyaJibHbIC MaluHy Ha 6aze OC Windows
10 u Ubuntu Desktop.
. YCTaHOBUTh W HACTPOUTHb KOOpJAWHATOp s oOecreueHus 3amuineHHoro VPN-
COCIMHEHUS
. YCTaHOBUTh U HACTPOUTH (palpBOJ IJIsi pa3rpaHUUYEHUs CETEBOro Tpaduka BHYTpHU

KOPIIOPATUBHOW CETHU MPEANPUSITHUS.



6. YcranoButh u HacTpouth |DS s 0OHApYKeHUsT BTOPKEHUIM B KOPIIOPATUBHYIO CETh
IPEIIPUSITHUS.
7. YCcTaHOBUTH U HACTPOUTH MOJYJIb JOBEPEHHOU 3arpy3KH ONEPALMOHHONW CUCTEMBI.
8. YCTaHOBUTH U HACTPOUTH KPUIITOTPAPUUECKHIA IIUTIO3
JUig peanu3anMM TEXHUYECKOro 3anaHuss Bam mpepocraBieH MakCUMallbHBIHI
YPOBEHb J0IMYCKa.

[ToaroToBUTHL OTUET O MPOJICTIAHHON padoTe

Moayas b. PaccienoBanue HHUMACHTOB HHPOPMALMOHHOM 0€30I1aCHOCTH
Bpems na evinonnenue mooyna 3 vaca.

3aganus: Bac npurnacunu B kommnanuo OO0 «by niig mpoBeneHus pacciie1oBaHus
WHIIUJIEHTOB UH(GOPMAIIMOHHON 0€30MacHOCTH.

Bam Oynmer mpemocraBieH Habop 3agaHuil (TackoB), K KOTOPBIM TpeOyeTcs
HaWTU U OTHpaBuUTh OTBeT. OTBeT naércs B Buiae (uiara, COCTOSIIIEro U3 Habopa
CHUMBOJIOB WJIM TIPOMU3BOJILHOM (ppa3bl. 3a BEpHOE BBIINOJHEHUE KaKJIOTO 3a/JaHus
KOMaHJia MOJy4aeT OYKH. YeM CcloXHee TacK, TeM OOJblle OYKOB Jaérca 3a
paBUIbHBIN OTBET. 3ajanus OyayT Beiaanbl B popmare Task-Based, mo cnegyrommm
BO3MOXKHBIM KaTETOpUsM: 33J]aul Ha HAaXOXKIEHHE BeO-ysa3BUMocTel (web), mouck u
AKCILTyaTaluio ysi3BuMocTed B npuioxenusx (PWN), ucciaenoanue nporpamm 6e3
HCXOJIHOTO Koma  (reverse),  paccieoBaHUE  WHIIUICHTOB (forensic),
aaMuHUCTpupoBanue (admin), kpunrtorpaduto (crypto), creranorpaduio (stegano),
NOUCK MH(pOpMAIUU U3 OTKPBITEIX UCTOYHUKOB (OSINT).

3ajaya — pemMTh MAaKCHUMaJbHOE KOJMYECTBO MHLUJCHTOB (TAacKOB),

MMOATOTOBUTH OTYCT 110 KaXXKIOMY PCIICHUIO.

1.5.2.2. CTpykTypa MoayJieil KOHKYPCHOI0 3aJaHusl (BAPUAHT)
Monyas B. Ayaut nHPOPMAUOHHO CHCTEMbI

Bpems na evinonanenue mooynsa 3 daca.

3aganmsa: Bac npurnacwim B komnanuro OOO «HWb» mist mpoBeneHus ayauta

KOMIIaHHH C L CJIBIO IIONCKA BO3MOXXHBIX yHBBHMOCTeﬁ B HeﬁCTBYIOHleM IporpaMMHOM



o0ecrieueHnd H CepBUCaxX UCHOJAb3yeMbIMU KomnaHueil. Bama pabora Oyxer
ocymiectnisiercs B popmare Red Team — Bam pa3penieHbI MOMBITKH TOJIYYUTh I0-CTYII
K CHCTEME JIIOOBIMH CIOCO0aMH, BKIIOYAOIIMMH B Cce0sl TECTUPOBAaHHE Ha
NPOHUKHOBEHUE, TECTHPOBAHWE JIMHHUW CBS3U, OCCIPOBOJHBIX M PAJUOYACTOTHBIX
CHCTEM; TECTHPOBAHUE COTPYIHHKOB IIOCPEJCTBOM CIEHAPHEB COIMAIBHOM
WH)KECHEPUH.

Bawm Oyner mpenocraBinena BBogHast nHGopMaus o koMmnanud. HeoOxoaumo
IPOBECTH aHAJIN3 U JaTh ONMCAHWUE HAMICHHOW YSI3BUMOCTH, a TaK)Ke PEKOMEH AU

K YCTPaHCHHUIO BBISIBJICHHBIX MHIIUICHTOB.

Moayas I'. IIpoakTuBHBIN aHAJIU3

Bpems na evinonnenue mooyna 4 aca.

3apanms: Bac npurnacunu B kommnannio OOO «by» 1is npoBeneHus IpOaKTUBHOTO
aHanu3a WHUUIAEHTOB HH(pOpMalMOHHOM Oe3zonacHocTtd. Ha onuH w3 ¢unmanos
OpraHu3alnuu Obljla COBEpIlIeHa Kubep-aTaka.

Bac nanpaBunu niig paccieioBaHUsS WHIMJICHTAa U BOCCTAHOBIICHHS WHGpa-
CTPYKTYpbl M PabOTOCIOCOOHOCTH CETH W CHUCTEMBI (UiIMalia, BOCCTAHOBIICHUE
KapTUHbl HMHIMJEHTa, PEKOMEHJAIUi, a TaKXKe COCTaBJIEHUS OT4eTa o Kubep-
NPECTYIJICHUHU.

3ajaya — MPOBECTH AHAIM3 IPOU3OLICIAIIEN aTaky, NOATOTOBUTH OTYET O
poJieIaHHoOM padoTe.

2. CHELIUAJIbHBIE ITPABUJIA KOMHETEHIII/II/I1

[Ipn BbIMONHEHUHM MOAYJAS A 171 KaXIOW KOMaHAbl pPa3BOpPaYUBAIOTCS
BUPTYyaJIbHbIE CTEHABL. Pa3merieHre CTEHI0B MOXXET ObITh KakK JIOKaJbHBIM (BO
BHYTPEHHEH JTOKAJIbHOW CETH KOHKYPCHOM TUIOIIA/IKH ), TAK U HA CTOPOHHEM CepBepe
C IPSIMBIM JIOCTYTIOM J10 cTeHAa. [Ipu pa3BepThIBaHUM CTEHI0B HA CTOPOHHEM CEPBEPE
HEO0OXOAMMO O0ECIEeYUTh YYaCTHUKAM JIOCTYIl TOJBKO /10 CBOMX CTEHJIOB CO CBOMX
pabounx wmect. Co CTEHJOB HHTEPHET pa3pelieH TOJbKO Ha CalT aKTUBALUU

JUTEH3UH (TP HEOOXOTUMOCTH)




OneHka 3HaHUI KOHKYpPCaHTa IPOBOJUTCS UCKIIOUYUTENBHO Yepe3 MPAKTHYECKOE
BbINIOTHEHNE KOHKYpCHOTO 3a1aHusl.

Pe3ynpTaThl BBINOJHEHHS 3a/laHUs JOJDKHBI OBITH COXPAHEHBI C COOJIIOIEHUEM
dopMaToB M HAaMMEHOBAHUW (PaiIOB M TAamoOK B COOTBETCTBUU C 3aJaHUEM U
MPEI0CTaBIIEHBI HA MMPOBEPKY C YUETOM TPeOOBAHUM 3aaHUSI.

[lo wmcreuyeHMM BPEMEHH, OTBEJCHHOTO HA BBINOJHEHUE MOAYJSA, YYaCTHUK
3aKpBIBAET OCTABIISIET BUPTYAJIbHBIN CTEH] M MAIIMHBI HA HEM B pab0o4eM COCTOSIHUU
¥ BCTaeT CO CBOETO paboyero Mecra.

[TpoBepka KOHKYpPCHBIX paOOT BBHIMOJTHSETCS Ha PabOUYMX MECTax SKCIEPTHBIX
rpymni corsiacHo tTunosoro MJI.

2.1. JInyHbIi MHCTPYMEHT KOHKYPCAHTA

HyneBon - Henb3st HUYETO IIPUBO3UTD.

2.2. MartepuaJbl, 000py10BaHie U HHCTPYMEHTHI, 3allpellleHHbIe Ha IUI0IIaJKe
YyacTHHKaM BO BpeMs BBINIOJHEHHSI KOHKYPCHOTO 3a/IaHUS 3aIPEIICHO UCITOIb30BaTh
COTOBBIE TeJE(POHbI, HOYTOYKH, IUJIAHLIETHI, CMAapT 4Yachl U CpPEICTBA HHTEPHET
pecypcoB

3. [lpunoxeHus

[Tpunoxxenue Nel MHCTpyKIus 1O 3aMI0JIHEHNIO MATPULIBI KOHKYPCHOTO 3aJaHHs
[Ipunoxxenue Ne2 Matpuiia KOHKYpPCHOTO 3aJaHUS

[Tpunoxenue Ne3 Kpurepuu onieHku

[Tpunoxenue Ned HHCTpyKIusi MO OXpaHe TpyJda M TEXHUKE O€30MacHOCTH TIO

koMriereHunn «MupopmanmonHnast 0€30MacHOCTbY.
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