MudpacTpyKTypHBIH JIMCT Ul OCHAILEHW KOHKYPCHOM Iuommanku Yemnuonata mpodeccrHoHaaIbHOro Mmacrepersa ropoga CaHkT

[IerepOypr mno komnereHmu Muadopmanmonnas bezonacHocTh

OcHoBHasi nHGOPMAaIHs 0 KOHKYPCHOM IJIOIAJKE

COI'NTACOBAHO: COI''TACOBAHO:

WHaycTpranbHblii napTHE
UCClIeIOBaTeNbCKUN HHCAT

N - S 3aLUT!
I'naBHbIi okcnept bopucos Cepreii MakcumoBuy %ﬁ e

AO «HayuHo-

Oprann3anus pacnoJioxenust KOHKypcHoii miomaakun: CIIb I'b ITOY Paauorexuuyeckuii KoNIeIK
Anpec 6a3oBoii opranuzauun: HaGepexnas Pexu Cmouienkn al

I'naBHblii 3xcnept: Bopucos Cepreii Makcumosny +7(981)112-05-81

Texnunyecknii agMmuaucTpaTop niomaaku: Kouemos Muxann UBanoBuy +7(921)441-29-37
KosmnuecTBo pa6ounx mect: 12

O61mas 30Ha KOHKypPCHOM IU10maAKu (000pyI0BaHHE, MHCTPYMEHT, MeOellb, KaHIIeIspHs)

2
TpeGoBaHus K 06ecnie4eHHIO 30HbI (KOMMVHHKAIIHH, IVIOMA/Ab, CETH, KOJHYECTBO PA00YHX MECT M Ap.): 55 M", HCKYCTBEHHOE OcBelenHne, djaekTpudecTso 220B. 10 pabouux
Ilnomanpk: 130 kB.M.

HHTEpHeT: HalM4Ke MPOBOAHOrO MOAKIIOYEHHS K JIOKAJIbHOM M r100abHOM ceTr co ckopocThio 1000MB/c
ONeKTPUYECTBO: MOAKIIOUEHHs K ceTu 1o 220 BonbT

IMoneenenue/orsenenre '’ XBC (npu He0OXOQUMOCTH): OTCYTCTBYET

ITokpbITHE NOJIA: JINHOJIEYM

PexomeHnaanuu
npeacTaBHTeNeH
No Hishsetionanine Kpatkue (pamounbie) Bux KoanyectBo | Eaunnuna HUrorosoe HHAYCTPHH
TeXHHYECKHe XapaKTePUCTHKH HAa KOMaHJIy | H3MepeHHsl | KOJHYeCTBO (Yxa3bIBaeTcst
KOHKpeTHoOe
obopyaoBaHue)
Marepuan: nepeso / ABS-mnacruxk,
1 CTOJN KOMITBIOTEPHBIH Pasmep ne menee 1600 x 800 x 800 Me6enb 2 T 12
MM
2 Ctyn oucHBI#H Ha YCMOTPEHHE OpraHu3aropa Meb6ens 2 mT 12




Tenesusop

Smart Tenesnsop Samsung.
[uaroHane 55"

O6opyaoBaHue

mT

YHUMBepcasbHbI ABYXNPOLIECCOPHbIN cepBep B cbope

LUIY:

- intel Xeon Gold 5215 2.5 T 10
snep, 20 noTokoB (x2)
0o3V:

-512T16
I13y:

-SSD 20 T6
CereBoii ananTep:

- texnHonorus Ethernet crangapr
1000BASE-T
ITporpammuoe obecnieuenue
- VMWare ESXi

O6opyaoBaHue

mT

KommyTtaTtop

He menee 48 nopros Gigabit

O6opyaoBaHue

bymara A4

500 sucros, 80 /M’

pacxogHble
maTepuanbl

Pyuka

HIapuKoBas, CUHAA

pacxoaHbie
maTepuansi

12

10

KapaHgaw

Ha ycmotpenue opranusaropa

pacxogHble
maTepuanbi

11

KomnbtoTep B cbope

HITY:
- intel i7-10700K 3.8IT 8 simep 16

NIOTOKOB
0o3V:

-16106
I13y:

-SSD 51216
- HDD 1000 I'6
CereBoit agantep:

- texnojiorus Ethernet cranaapr
1000BASE-T
ITporpamuoe obecrneueHue:
OC Microsoft Windows 10 Pro

Ob6opyaoBaHue

12




YuyebHo-meToauyeckuit komnnekc ViPNet

12
«UHbopmaLmoHHas 6e3onacHoCTb»

B cocrage:
IIporpammHoe obecneueHue
ViPNet Administrator 4.x
[IporpammHoe obecrnieueHue

ViPNet Coordinator VA
[IporpammHoe obecneuecHre
ViPNet IDS NS VA
[IporpammHoe obecrnieueHue
ViPNet IDS MC VA
COB ViPNet IDS HS 1.x-
bazoBas nuueHsus
IMporpammHoe obecrnieueHue
ViPNet TIAS VA 3.x
IIporpammHoe obecrnieueHue
ViPNet xFirewall 5 VA1000
IIporpammHoe obecnieueHue
ViPNet Client for Windows 4.x
IMporpammHoe obecrieueHue
ViPNet Client 4U for Linux
[IporpammHoe obecnieueHue
ViPNet PKI Client
IIM/13 ViPNet SafeBoot

MNporpammHoe
obecneyeHue

TpeGoBanusi K o6ecneyeHnI0 30Hbl (KOMMYHHKALNH, IUIOWAb, CETH, KOJIHYECTBO pabo4nx MecT U Ap.): 49 M2, HCKYCTBEHHOE OCBelleHue, d1ekTpudecTso 220B, kabuner 415

IInomane: 55 kB.M.

PexomeHpauuu
npeacraBHTeIeH
No AR KpaTkne (pamouHbie) Bux KonnyectBo | Enunnuna Hrorosoe HHAYCTPHH
TeXHHYeCKHe XapaKTePHCTHKH HA KOMaHJy | H3MepeHHs | KOJIHYeCTBO (yxa3biBaercst
KOHKPeTHoe
o6opyaoBaHue)
Marepuan: nepeso / ABS-miactuk,
1 CTON KOMIBIOTEPHBIN Pasmep ue menee 1600 x 800 x 800 Me6ensb 2 LT 10
MM :
2 Crtyn opucHbI# Ha YCMOTpPEHHE OpraHu3aropa Mebens 2 T 10
3 Cron npenojaBatebCKUi Ha YCMOTPEHHE OpraHu3aropa MeGenb 1 T 1




TpeGoBanus K o6ecnedeH 0 30HbI (KOMMYHHKAIHH, II0MAAb, CETH, KOJTHYECTBO PaG0OYHX MeCT H Ap.): 60 M2, HCKYCTBEHHOE OCBelleHHe, 31eKTpudecTso 220B, 10 pa6ounx

Ilnomane: 60 kB.M.

HHTepHeT: HanuyKe NPOBOAHOrO MOMKIIIOYEHHS K JIOKAIBHOMN U rI00aIbHOM ceTH co ckopocThio 100MbB/c

DneKTpUUYECTBO: MOAKIIFOYEHHS K ceTi 1o 220 BosisT

nOKpBITHe rnoJia: JIMHOJICYM

IMonsenenue/otenenne '’ XBC (npu HEOOXOAUMOCTH): OTCYTCTBYET

Pexomennanuu
npeacTaBUTeJIeH
No HenkEnDhRImiE Kparkue (paMmouHble) Bux Koamuecrso Eannnua HUrorosoe HHIAYCTPHH
TeXHHYeCKHe XapaKTepHCTHKH H3MepeHHsl | KOJIMYeCTBO (yxa3biBaercs
KOHKpeTHoe
o0opyaoBaHHe)
1 Cryn oduUCHBIH Ha YCMOTPEHHE OpraHu3aropa MebGens 1 T 10
Marepuain: nepeso / ABS-miacruk,
2 Cron npenoaaBarenbCKuit Pasmep He menee 1600 x 800 x 800 Meobenb 1 mT 1
MM
Pexomennanuu
npejacTaBUTeNeH
Ne HanmeHoBaHMe Kpartkue (pamouHbie) Bux Konmuecrso Ennanna Hrorosoe HHAYCTPHH
TeXHHYeCKHe XapaKTepPHCTHKH H3MepeHHsl | KOJIH4eCTBO (yxa3biBaeTcst
KOHKpeTHOe
obopyaoBaHue)
Wi aHaoruyHble CpeIcTBa 3allUThI
Macku MeaMLUMHCKHE Ha CITy4ail IPOJUIEHUs MACOYHOTO Oxpana Tpyza 1 yn 1
1 pexxuMa
Witi aHAIOTHYHBIE CPE/ICTBA 3aLIUTHI
IlepuaTku Ha CITy4aii POJUIEHHs MacOYHOTO Oxpana Tpyna 1 yn 1
2 pexumMa




CaHuraiizep

Crpana npousBozcTsa Poccus
VYnakoBka ¢JiakoH ¢ J03aTOPOM
MuHuManbHas TeMneparypa
xpaneHus +3 °C
MakcumainbpHas Temneparypa
xpaHeHnus +30 °C

Cpoxk rogHocTH 6 MecsiLeB
Kommnnekrauus aHTHCeNnTHK
O6bem 1.

OxpaHa Tpyna

mT




MubpacTpyKTypHBIii JIUCT 151 OCHAIIEHHUS KOHKYPCHOM momaaku Yemnuonara npogeccronanbHoro mactepersa ropoaa Cankr-IletepOypr no

KomrneTeHuuu Y H(bOpMaLIHOH Has be3omacHOCTh

OcHoBHasi mlghogmagna (1) KOHE!ECHOI‘:I IJIomanke

COI''TACOBAHO: COI'JTACOBAHO:
' HnnycrpuanbHeiii mapTHep 3
«BexTop»,3amecTHTEN b AUPE

Opranuzanus pacnosoxenus KoukypcHoii niomanku: CIIB I'b IIOY PagnoTexHnYecKuii KOJLIeIK
Anpec 6a30Boii oprannzanun: HaGepexnas Pexn Cmosenxn al

I'raBnpiii oxcnepr: Bopucos Cepreii Maxcamosuya +7(981)112-05-81

Texnnueckuii agMuancTpaTop miomanku: Kouemos Muxann HBanosuyu +7(921)441-29-37

I'nansiit sxcnepr bopucos Cepreit MakcumoBny
ML.IL.

KosnuecrBo pabounx mecr: 12
Pabouee MecTo KOHKypcaHTa (OCHOBHOG oGopynonaHne, BCIIOMOI'aT€JIbHOC o6opy,u03aﬂne, HHCTPYMECHT (IIO KOJIMYECTBY pa60'mx MGCT)
Tpeb6oBanns K o0ecneueHHIO 30HbI (KOMMYHHKAIHH, IIOMA/b, CETH, KOJHYECTBO PaGo4HX MecT H Ap.): 55 M, HCKyCTBenHOE OCBeleHHe, iekTpuaecTso 220B, 10 paGounx MecT KOHKYPCAHTOB, 1 paGouee mecto '),

ITnomans: 130 kB.M.

HHTEpHET: HaIMYKe IPOBOTHOTO MOJKIIOYEHH K JIOKAIBHOM M 17106as1bHOM ceTH co ckopocTsio 1000Mb/c
DJIEKTPUYECTBO: MOAKMIOUEHHS K ceTH 110 220 Bonst

INonsenenue/otBenenue '’ XBC (npu HEOOXOAMMOCTH): OTCYTCTBYET

HOKpblTPlC 110J1a. JIMHOJICYM

PexomMenaanuu
Kpartkne (pamounbie Hrorosoe npeAcTaBHTeeH HHAYCTPHH
Ne HaumenoBanue P (P ) Bun KosnuecTBo Enunnna u3mepenus P yeTp
TeXHHYECKHE XaPAKTEPHCTHKH KOIHYeCTBO | (YKa3bIBaeTcs KOHKPETHOe
obopynoBanue)

He menee ([IIxI'xB) 1200x700x750
CTOJICHIIIHKIIA HE TOHBLIE 25 MM
JIaMHHUPOBAHHAs TIOBEPXHOCTh
CTOJICLIHHULIBI

1 CTON KOMIBIOTEPHBII MeGens 1 T 12

2 Cryn oducHbIiH Ha KOJIECHKAX, C IIOJUIOKOTHHKOM Mebenb 1 T 12




KomnbtoTep B cbope

LUIY:
- intel i7-10700K 3.8'T'u 8 sinep 16
MIOTOKOB
03Vy:
-16T6
3y:
-SSD 51216
- HDD 1000 I'6
Ceresoii anantep:

- texnonorus Ethernet crannapr
1000BASE-T
ITporpamHoe obecnieueHue:
QC Microsoft Windows 10 Pro

O6opyaosaHue

wTr

12

ViPNet TLS Gateway

[TporpammHas peanusaus
KPHOTOrpadMuecKoro Uuto3a

MporpammHoe
obecneyeHue

Cumynatop KPK VIPNet

KBaHTOBBI CUMYIIATOP

MporpammHoe
obecneyeHune

mT

Ne

YuebHo-meToguuyeckuii komnnekc ViPNet «MHpopmaLmoHHas
6e3onacHoCcTbY

HaumenoBanue

B cocrase:
[TporpammHuoe obecneueHne
ViPNet Administrator 4.x
ITporpammHoe obecneyeHre
ViPNet Coordinator VA
ITporpammHoe obecneyeHue
ViPNet IDS NS VA
ITporpammHoe obecneyeHue
ViPNet IDS MC VA
COB ViPNet IDS HS 1.x
ba3oBas nuueH3us
ITporpammHoe obecrieueHue
ViPNet TIAS VA 3.x
[TporpamMmHoe obecneueHue
ViPNet xFirewall 5 VA1000
ITporpammHoe obecneueHue
ViPNet Client for Windows 4.x
[TporpammHoe obecneueHue
ViPNet Client 4U for Linux
ITporpammHoe obecrneyeHue
ViPNet PKI Client
IMM/13 ViPNet SafeBoot

Kparkue (pamounbie)
TeXHHYECKHE XaAPAKTePHCTHKH

MNporpammHoe
obecneyexune

Bux

KoanuecrBo

Eaunnna usmepenus

Hrorosoe
KOJHYeCTBO

Pexomenaanun
npeACTABHTE el HHAYCTPHH
(yKa3pIBaeTcsi KOHKPETHOE
oGopynoBanue)




Macku MeIMLIMHCKHE

Wnu aHanoruyHsie CpencTBa 3alMTh
Ha CJTy4aif MPOJICHHs: MACOYHOT0
pexuma

Oxpana Tpyna

yn

[epuaTku

Wnu aHanorudHbie CPEICTBA 3aLIMTHI
Ha Cy4aii MPOIEHUs: MACOYHOTO
pexuma

Oxpana Tpyaa

yn

Canuraiizep

Crpana npousBozactsa Poccus
VYnakoBka (JIakoH-C 103aTOPOM
MuHuManbHas Temneparypa
xpanenus +3 °C
MakcumasibHas Temmneparypa
xpauenus +30 °C
Cpok roqHocTu 6 MecsLes
KoMriekranus aHTHCeNTHK
Obbem 1.

Oxpana Tpyzna

T




MudpacTpyKTypHBIH JTUCT 1151 OCHALIEHUS] KOHKYPCHOM Tutoiaaku Yemnuonara npopeccuoHanbHoro mactepersa ropoaa Cankr-IlerepGypr

OcHoBHnas undopmanusi 0 KOH CHO#i niomaake

COI''TACOBAHO:

WunycrpuansHbiii napTHep
«BekTop»,3amecTyaen

COI''TACOBAHO:

I'naBubiit 5xcniept bopucos Cepreit MakcumoBua /?_

Opranu3zanus pacnojoxenns koukypcuoi miomanku: CIIB I'b ITIOY Paauorexangecknii KoJLJIeIK
Anpec 6a30Boii oprann3anun: HaGepexunas Pexn Cmonenku al

I'naBubiii oxcnepr: Bopucos Cepreii Maxcamosny +7(981)-112-05-81

Texunvecknii anmunncrpaTop naomaaku: Kovemos Muxann UBanosuu +7(921)441-29-37

‘ AQ «Hay4yHO-HCCIIEI0BATEHCKAN HHCTUTYT
1A i %
a Henrpa 3aursl uHpopmanmu, /1.B. Marnunkuit

M.

KosmnvecTBo pabounx mecr: 12
Pa6ouee mecto KonkypcaHnTa (pacxo/iHbie Mateprassl 10 KOJUYECTBY KOHKYPCAHTOB)

HaumenoBanne

Kpatkne (pamounbie)
TeXHHYECKHEe XaPAKTEPHCTHKH

Bun KosnnuecTBo

Enununa H3MEpEHHSA

KOJIH1€CTBO

PexomMenaanun
N Hanmenopanme Kpartkne (pamounbie) Bun KoanuectrBo R — HroroBoe npeAcTaBHTeJIeH HHAYCTPHH
TeXHHYECKHE XAPAKTEPHCTHKH HA KOMaHJy KOJIHYeCTBO | (YKa3bIBaeTCsl KOHKPETHOE
obopynoBanue)
1 Pyuka mapukoBas Cunss PacxozHbie MaTepHabl 2 mT 12
2 BIOKHOT A1 3anHcei 20 nucroB, popmar A5 PacxonHbie MaTepuanst T 12
OxpaHa TpyAa U TEXHUKA 0e30macHOCTH
Pexomenaanun
Hrorosoe npeacTaBHTe el HHAYCTPHA

(yxa3biBaeTcsi KOHKPeTHOE

obopynoBanue)

Macku MEIMLIMHCKHE

Wnu aHanoruyHbie CPEeACTBA 3aIUATHI
Ha CIyyall IPOJUICHHS MACOYHOTO
pexuma

Oxpana Tpyza

yn

IMepuyatku

Wnn ananoruvHbie CPEACTBA 3aIHATHI
Ha ClTyyaii POJUICHHS MACOYHOTO

OxpaHna Tpyaa

pexuma

yn




Canwuraiizep

Crpana npoussozctea Poccus
VnakoBka (p1akoH € 103aTOpOM
MunumasbHas TeMreparypa
xpanenus +3 °C
MaxkcumanbHas TeMreparypa
xpaHenus +30 °C
Cpok roaHocTH 6 MecsLeB
Komrekratms aHTHCeNTHK
O6bem L.

OxpaHa Tpyzna

mT

Pexomennauuu

Ne Hanvieropanme Kpatkue (pamounbie) Bux Koriisectno Exununa u3mepenns Hrorosoe npeAcTaBHTe el HHAYCTPHH
TeXHHYECKHE XapaKTePHCTHKH KOJIHYeCTBO | (YKa3biBaeTcst KOHKPETHOe
oGopynoBanue)
1 Kurelikas MapkupoBOYHasi JIEHTa Ha YTACTHYHOM OCHOBE Kpecso-Getas stk Reteo- Pacxonnbie MaTepuast 1 mT 1
OpamKeBas
KPUTHYECKH BaXKHbIE
2 Creruiep co ckob6amu XapaKTEPUCTUKU MO3ULIMK Pacxoznbie MaTepuaist 1 mT 1
OTCYTCTBYIOT
KPHTHYECKH Ba)KHBIE
3 CKpEenKH KaHLEIAPCKHe XapaKTEPUCTUKM MO3ULIUK Pacxonnbie MaTepuasi 2 jiigy 1
OTCYTCTBYIOT
4 Daiisl B ynakoBke 100 wr, A4 PacxoziHble MaTepuaibl 1 T 1




